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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Friday, August 23, 2019 10:39 AM
To: Chou, Vincent
Cc: Loiacono, Catherine [CORP]
Subject: VCH Paging system. 
Attachments: IN_VCH Paging system_Aug 22, 2019.docx

Hi Vincent;  
Here is our IN . It’s still in draft form,   

  
We told the reporter we would get back to her this AM. Thank you.  
 
Carrie Stefanson 
Public Affairs Leader 
Vancouver Coastal Health 
Office: 604.708.5340 
Cell: 604.312.1148 
E: carrie.stefanson@vch.ca  
 
In respect and gratitude, I recognize that I live, work and play on the traditional, unceded homelands of the Coast Salish 
People. 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Monday, September 09, 2019 11:04 AM
To: Loiacono, Catherine [CORP]
Subject: KM's for VCH paging system 

Key Messages: 
 VCH has clear privacy protocols to protect patient information and we take breaches of privacy extremely seriously.  
 VCH has no information to suggest private patient information has been breached or used in any malicious way.  

 VCH is constantly looking for better ways to protect patient information. Those measures will improve with new 

technology.  

 
 
Carrie Stefanson 
Public Affairs Leader 
Vancouver Coastal Health 
Office: 604.708.5340 
Cell: 604.312.1148 
E: carrie.stefanson@vch.ca  
 
In respect and gratitude, I recognize that I live, work and play on the traditional, unceded homelands of the Coast Salish 
People. 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP] on behalf of VCH Information Privacy
Sent: Friday, November 30, 2018 1:50 PM
To: Wayte, Tristin [VC]
Cc: Kopetsky, Darren [CORP]
Subject: FW: VGH Patient details being broadcast over radio (privacy breach)

 
Here you go.... 
 
And thank you!!! 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
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From: "VCH Information Privacy" <vchinformationprivacy@vch.ca> 
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH Information Privacy" 
<vchinformationprivacy@vch.ca> 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
 

 

 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)" <sarah@openprivacy.ca> 
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
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Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
 
Are you aware that 

 
This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 
 
a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
 
 
 
 
 

s. 15
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Donnett, Melissa [CORP]

From: Wayte, Tristin [VC] <Tristin.Wayte@vch.ca>
Sent: Friday, November 30, 2018 3:11 PM
To: VCH Information Privacy
Cc: Kopetsky, Darren [CORP]
Subject: RE: VGH Patient details being broadcast over radio (privacy breach)

Categories: Jayne

Hi Jayne, I think I need to understand exactly what is going on here ‐  
 

 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Friday, November 30, 2018 1:50 PM 
To: Wayte, Tristin [VC] 
Cc: Kopetsky, Darren [CORP] 
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
 
 
Here you go.... 
 
And thank you!!! 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
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Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy" <vchinformationprivacy@vch.ca> 
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH Information Privacy" 
<vchinformationprivacy@vch.ca> 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
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Sensitive patient details (name, age, gender, diagnosis, room assignment etc.) appear to be being broadcast (and can be 
intercepted using inexpensive equipment) across the Greater Vancouver Area. In addition to our previous mention of 
patients at VGH, it appears the issue affects patients at many (if not all) of the hospitals across Vancouver. 
 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)" <sarah@openprivacy.ca> 
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
 
Are you aware that 

 
This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 
 
a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Monday, December 03, 2018 9:42 AM
To: Wayte, Tristin [VC]; Marmion, Sharon [VC]
Subject: RE: VGH Patient details being broadcast over radio (privacy breach)

Hi Tristin, Sharon, 
 
I fully agree: when I first read this, I thought, "  

 
 

 
I could not verify if, and/or in what capacity, a paging system at VGH currently existed, much less if any "over 
broadcasting" of information occurred so I really appreciate your assistance. 
 
Thank you! 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Wayte, Tristin [VC] [mailto:Tristin.Wayte@vch.ca] 
Sent: Monday, December 03, 2018 9:11 AM 
To: Marmion, Sharon [VC] 
Cc: Kor, Jayne [CORP] 
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi Sharon, following up on our brief street side chat last Fri, could you advise if Segal uses any kind of pager system? 
What is the degree of cell phone use in the building, and do staff use cell phones to discuss personal info?  
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‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Monday, December 03, 2018 8:45 AM 
To: Wayte, Tristin [VC] 
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
 
 
For you... 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Friday, November 30, 2018 2:23 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi Jayne, 
 
Thank you for the information. VCH currently seems to have this listed as an unfilled vacancy 
(https://www.google.com/search?client=firefox‐b‐
ab&ei=GrcBXLmEG7Wx0PEPqZWWgAY&q=Director+of+Client+Relations+and+Risk+Management+to+investigate.&oq=D
irector+of+Client+Relations+and+Risk+Management+to+investigate.&gs_l=psy‐
ab.3...4543.4543..4719...0.0..0.50.50.1......0....1..gws‐
wiz.......0i71.uRrZlctiUcs&ibp=htl;jobs&sa=X&ved=2ahUKEwjppLKZk_3eAhU9HzQIHRc8AIcQp4wCMAB6BAgEEAs#htidoci
d=‐r5RUJT‐9HGfI4DBAAAAAA%3D%3D) ‐ is there a person currently in this position? 
 
Sarah 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy" <vchinformationprivacy@vch.ca> 
Sent: Friday, November 30, 2018 4:53pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH Information Privacy" 
<vchinformationprivacy@vch.ca> 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
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Afternoon Sarah, 
 
This issue has been escalated to our Director of Client Relations and Risk Management to investigate. 
 
Thank you for bringing it to our attention. 
 
 
 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy" <vchinformationprivacy@vch.ca> 
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH Information Privacy" 
<vchinformationprivacy@vch.ca> 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
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Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
 
Sensitive patient details (name, age, gender, diagnosis, room assignment etc.) appear to be being broadcast (and can be 
intercepted using inexpensive equipment) across the Greater Vancouver Area. In addition to our previous mention of 
patients at VGH, it appears the issue affects patients at many (if not all) of the hospitals across Vancouver. 
 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)" <sarah@openprivacy.ca> 
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
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Are you aware that 
 

This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 
 
a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
 
 
 
 
 
 
 
 
 

s. 15
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Donnett, Melissa [CORP]

From: Wayte, Tristin [VC]
Sent: Monday, August 12, 2019 2:22 PM
To: Kor, Jayne [CORP]
Subject: RE: media inquiry - privacy breach 

Sorry I’m not able to talk this afternoon.  
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 12, 2019 2:14 PM 
To: Wayte, Tristin [VC] 
Subject: RE: media inquiry - privacy breach  
 
Hey Tristin, 
 
What number can I reach you at? 
Mine’s below 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925 Phone 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 

From: Wayte, Tristin [VC]  
Sent: Monday, August 12, 2019 2:13 PM 
To: Kor, Jayne [CORP] 
Subject: RE: media inquiry - privacy breach  
 

Hi, yes I recall assisting with this, but since this was a privacy issue (as nebulous as it was) I would not be 
involved in reporting back to the person.  
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 12, 2019 2:09 PM 
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To: Wayte, Tristin [VC] 
Subject: RE: media inquiry - privacy breach  
 
Hey Tristin, 
 
This was what I have previously….. I think I had reached out to Risk (Darren) and forwarded as per his directive….  
 
Privacy wasn’t able to investigate at the time b/c details as to paging system and how the broadcast worked (or was 
supposed to work) were nebulous 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Wayte, Tristin [VC]  
Sent: Monday, August 12, 2019 1:56 PM 
To: Kor, Jayne [CORP]; Stefanson, Carrie [CORP]; Casson, Barbara [CORP]; Veres, Eva [CORP] 
Subject: RE: media inquiry - privacy breach  
 

Hi, no that’s not my recollection, as this was a privacy issue, and not PCQO. I was involved in following up 
with Segal as to whether there was any system in place there that could be broadcast as reported.  
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 12, 2019 1:55 PM 
To: Wayte, Tristin [VC]; Stefanson, Carrie [CORP]; Casson, Barbara [CORP]; Veres, Eva [CORP] 
Subject: RE: media inquiry - privacy breach  
 
Hi Tristin, 
 
I just left you a vm.  
 
I looked back in my notes and folders: the email chain seems to indicate that this was passed to PCQO but that Privacy 
was still copied in for input…..  
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Office: 604.708.5340 
Cell: 604.312.1148 
E: carrie.stefanson@vch.ca  
 
In respect and gratitude, I recognize that I live, work and play on the traditional, unceded homelands of the Coast Salish 
People. 
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Response:  
 
 
 
 
Carrie Stefanson 
Public Affairs Leader 
Vancouver Coastal Health 
Office: 604.708.5340 
Cell: 604.312.1148 
E: carrie.stefanson@vch.ca  
 
In respect and gratitude, I recognize that I live, work and play on the traditional, unceded homelands of the Coast Salish 
People. 
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Donnett, Melissa [CORP]

From: Palmer, Catherine
Sent: Wednesday, August 14, 2019 8:27 AM
To: Kor, Jayne [CORP]
Subject: Automatic reply: The Patient Escort paging system

  
Thank you for your email. 
 

 will be returning to work on Mon. Aug.19th 2019 

For assistance with: 
Training and Support: VAPCISCLINICALSUPPORT@vch.ca 
CMS (Capacity Management Suite): vchcmssupport@vch.ca 
North Shore Coastal: NSCOASTALPCIS@vch.ca 
HIM Team:IMITS LM HIM SUPPORT IMITSLMHIMSUPPORT@vch.ca 
 
 
Other escalations: 
Manager: Tanico Tan 
Tanico.Tan@phsa.ca 
 
 
Cathy Palmer 
Manager, Acute & Ambulatory Information Services, IMITS 
 
Direct: 604‐675‐3939x21546 
Cell: 604‐785‐6171 
Fax: 604‐806‐9881 
Email: catherine.palmer@phsa.ca 

s. 22
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Further to my convoluted voicemail just now, can you please advise what details are transmitted through the Patient 
Escort paging system? See some additional questions below 
 
We have been advised that   

 
I know that would certainly not be our intent, but please advise: 

1. What details are transmitted through the Patient Escort paging system to Patient Escort pagers? 
2. What is the brand / model / software of the system used to transmit that information? 
3. Does that ‘system’ also have details of the patient diagnosis? 
4. If not you, who is the VCH contact person for technical details about that system? 

 
My colleague Jayne Kor in Privacy (54925) is running point on this, but I’m helping out on the sidelines 
 
Darren 
________________________ 
 
Darren Kopetsky  
Regional Director, Client Relations and Risk Management  
Vancouver Coastal Health 
855 12th Avenue West, #LBP-380 
Vancouver BC V5Z 1M9 
Phone: 604-875-4557 Cell: 604-376-4065 
Fax: 1-888-865-2941 
darren.kopetsky@vch.ca 
 
I respectfully acknowledge that I live and work within the ancestral, traditional, and unceded territory of the Coast Salish nations. 
 
This Email message, including any attachments, is intended solely for the use of the individual or entity to whom it is addressed and may contain 
information that is confidential. Unless the content expressly so authorizes, any distribution, copying, disclosure, or other use is strictly prohibited. 
If you are not the intended recipient or have received this email in error, please notify the sender immediately and permanently delete the 
message unread, including any attachments. Thank you. 

 

s. 13 s. 15
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Wednesday, August 14, 2019 11:40 AM
To: Kopetsky, Darren [CORP]
Subject: RE: The Patient Escort paging system

Thanks Darren,  
 
I called Mary Heim this morning at 8:00 (when I couldn’t connect with Cathy) and got Tanico’s info…. 
 
I left vms on his office and cell to connect with me. 
 
I’ll update as soon as I hear back, 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kopetsky, Darren [CORP]  
Sent: Wednesday, August 14, 2019 11:31 AM 
To: Kor, Jayne [CORP] 
Subject: FW: The Patient Escort paging system 
 

This might be him: 

Tan, Tanico 

 Manager, Acute & Ambulatory Information Systems, IMITS 
 IMITS Acute & Ambulatory Information Services, PHSA 

 tanico.tan@phsa.ca 
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2. What is the brand / model / software of the system used to transmit that information? 
3. Does that ‘system’ also have details of the patient diagnosis? 
4. If not you, who is the VCH contact person for technical details about that system? 

 
My colleague Jayne Kor in Privacy (54925) is running point on this, but I’m helping out on the sidelines 
 
Darren 
________________________ 
 
Darren Kopetsky  
Regional Director, Client Relations and Risk Management  
Vancouver Coastal Health 
855 12th Avenue West, #LBP-380 
Vancouver BC V5Z 1M9 
Phone: 604-875-4557 Cell: 604-376-4065 
Fax: 1-888-865-2941 
darren.kopetsky@vch.ca 
 
I respectfully acknowledge that I live and work within the ancestral, traditional, and unceded territory of the Coast Salish nations. 
 
This Email message, including any attachments, is intended solely for the use of the individual or entity to whom it is addressed and may contain 
information that is confidential. Unless the content expressly so authorizes, any distribution, copying, disclosure, or other use is strictly prohibited. 
If you are not the intended recipient or have received this email in error, please notify the sender immediately and permanently delete the 
message unread, including any attachments. Thank you. 

 



1

Donnett, Melissa [CORP]

From: Kor, Jayne [CORP] on behalf of VCH Information Privacy
Sent: Wednesday, August 14, 2019 12:03 PM
To: Stefanson, Carrie [CORP]
Subject: FW: VGH Patient details being broadcast over radio (privacy breach)

Importance: High

 
FYI…. What was sent to Sarah (original requester) 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Wednesday, August 14, 2019 12:00 PM 
To: VCH Information Privacy; 'Sarah Jamie Lewis (Open Privacy)' 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
Importance: High 
 
Hello Sarah,  
 
This issue was received by the Privacy Office in November. At the time, we connected with VCH Risk Management and 
VCH Patient Care Quality Office to ask for help in determining what paging systems were in existence, how they 
operated and if they could readily be compromised as described by your email. (See email below) 
 

 The only two paging systems that where identified was the overhead paging system (which does not contain 
any patient information)  

o Example: “code blue in T9”  

 The other paging system identified is the patient escort system was deemed secure as it was sent to specific 
pager devices and didn’t seem to rely on any radio connection. 
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Believing at the time of this request, that we looked into the matter and only identified two paging systems; both of 
which were thought secure, we [Privacy] thought we did not have anything further to investigate and/or were waiting 
for further details on another paging system. 
 
However, I do acknowledge VCH Privacy should have circled back to you as the original requester rather than presuming 
our Client Relations and Risk Management had responded.  
This was an unfortunate case where each thought the other had followed up and responded to you as the applicant 
when that was not the case. 
In hindsight, this was an omission we are responsible for and I extend an acknowledgement and sincere apology on 
behalf of VCH Privacy. 
 
We are committed to ensuring our clients’ privacy is upheld. At this time, we have not identified any paging system used 
at VGH that compromises client privacy. Our investigation findings leads us to believe that patient information is 
protected and not being intercepted.  
 
Could you please provide more details and context such as what radio software, type of dongle, and how someone 
could intercept a recording?  
 
 
Sincere Regards, 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Friday, November 30, 2018 1:53 PM 
To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Afternoon Sarah, 
 
This issue has been escalated to our Director of Client Relations and Risk Management to investigate. 
 
Thank you for bringing it to our attention. 
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy"  
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" , "VCH Information Privacy"  
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor  
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Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
 
Sensitive patient details (name, age, gender, diagnosis, room assignment etc.) appear to be being broadcast (and can be 
intercepted using inexpensive equipment) across the Greater Vancouver Area. In addition to our previous mention of 
patients at VGH, it appears the issue affects patients at many (if not all) of the hospitals across Vancouver. 
 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)"  
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
 
Are you aware that 

 
This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 

s. 15
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a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Wednesday, August 14, 2019 11:52 AM
To: Stefanson, Carrie [CORP]
Subject: RE: The Patient Escort paging system

Yup, will do…. Finishing the email to Sarah asking for further details now… 
 
Thanks! 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Wednesday, August 14, 2019 11:51 AM 
To: Kor, Jayne [CORP] 
Subject: RE: The Patient Escort paging system 
 
Hi Jane:  
So, we know for sure the system cannot be picked up on the provided radio frequency, and we have protections to 
ensure this doesn’t happen?  

 
 

Thx.  
 
 

From: Kor, Jayne [CORP]  
Sent: Wednesday, August 14, 2019 11:46 AM 
To: Stefanson, Carrie [CORP]  
Subject: RE: The Patient Escort paging system 
 
No worries – Are you agreeable with the verbage below? 
(I’ll take out the CMS part for now until I hear back from them) 

s. 13
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Wednesday, August 14, 2019 11:44 AM 
To: Kor, Jayne [CORP] 
Subject: RE: The Patient Escort paging system 
 
HI Jayne;  
Thanks for the info. If someone could please close the loop with Sarah, the complainant, t would be appreciated.  
I can deal with the media request and will copy you on the response.  
Thanks.  
 
 

From: Kor, Jayne [CORP]  
Sent: Wednesday, August 14, 2019 11:40 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: The Patient Escort paging system 
 
Hi Carrie, 
 
Okay, here's the latest email I've gotten from Cindy Loo on the subject. 
 
I reached out to Mary Heim who suggested I chat with Tanico Tan (whom I left vms for on both office line and cell) 
 
Unfortunately Cathy Palmer, the subject matter expert on the technical side of things for CMS support team is not 
available until Monday  . Tanico is her interim as I understand from Mary. 
 
I’ll update as soon as I connect with Tanico and/or Cathy   as to what protections are in 
place to prevent patient information from being intercepted. I would think that the CMS support team would have to 
speak to that. 
 
As discussed earlier on the phone, this issue was received by the Privacy Office in November. At the time, we did 
connect with Risk Management and PCQO to asks for help in determining what paging systems were in place. 

s. 22

s. 22
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The only two paging systems that where identified was the overhead paging system (which does not contain any patient 
information)  
Example: “code blue in T9”  
The other paging system identified is the patient escort system was deemed secure as it was sent to specific pager 
devices and didn’t seem to rely on any radio connection. 
Believing at the time of this request, that we looked into the matter and only identified two paging systems; both of 
which were thought secure, we [Privacy] thought we did not have anything further to investigate and/or were waiting 
for further details on another paging system. 
 
However, I do acknowledge Privacy should have circled back to the original requester rather than relying on Client 
Relations and Risk Management.  
This was a case where each [Privacy and Risk Management] thought the other had followed it up or responded to the 
applicant where that was not the case and in hindsight, this was an omission we are responsible for. I extend an 
acknowledgement and apology on behalf of VCH Privacy for this. 
 
That said, we're still currently no further in identifying a paging system used at VGH that compromises patient privacy. 
Our investigation findings leads us to believe that patient information is protected and not being intercepted. 
 
If there is further evidence to the contrary, please ask the requestor provide more details and context. 
 
Meanwhile, here’s what I’ve crafted to send to Sarah Jamie Lewis. 
 
 
Hello Sarah,  
 
This issue was received by the Privacy Office in November. At the time, we connected with VCH Risk Management and 
VCH Patient Care Quality Office to ask for help in determining what paging systems were in existence, how they 
operated and if they could readily be compromised as described by your email. (See email below) 
 
The only two paging systems that where identified was the overhead paging system (which does not contain any patient 
information)  
Example: “code blue in T9”  
The other paging system identified is the patient escort system was deemed secure as it was sent to specific pager 
devices and didn’t seem to rely on any radio connection. 
Believing at the time of this request, that we looked into the matter and only identified two paging systems; both of 
which were thought secure, we [Privacy] thought we did not have anything further to investigate and/or were waiting 
for further details on another paging system. 
 
However, I do acknowledge VCH Privacy should have circled back to you as the original requester rather than presuming 
our Client Relations and Risk Management had responded.  
This was an unfortunate case where each thought the other had followed up and responded to you as the applicant 
when that was not the case. 
In hindsight, this was an omission we are responsible for and I extend an acknowledgement and sincere apology on 
behalf of VCH Privacy for this. 
 
That said, we have not identified any paging system used at VGH that compromises patient privacy. Our investigation 
findings leads us to believe that patient information is protected and not being intercepted. 
Our CMS security team can speak to  
[INSERT CMS’ ADVICE / EXPLANATION] 
 
If there is further evidence to the contrary, please ask the requestor provide more details and context. 
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Sincere Regards,  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Friday, November 30, 2018 1:53 PM 
To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Afternoon Sarah, 
 
This issue has been escalated to our Director of Client Relations and Risk Management to investigate. 
 
Thank you for bringing it to our attention. 
 
 
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
 
Are you aware that 

 
This information is unencrypted. 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 

s. 15
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Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Wednesday, August 14, 2019 10:37 AM 
To: Kor, Jayne [CORP] 
Subject: RE: The Patient Escort paging system 
 
HI Jane:  
The reporter did follow up with me today, seeking to find out what protections are in place to prevent patient 
information from being intercepted.  
She also wanted to know the process we follow when a potential data breach is received – and indicated it would seem 
VCH has let down the ball on this and not responded to a serious issue raised in November.  
As mentioned, this is a media inquiry, and our department will provide a response. I told the reporter we would get 
back to her on Friday, and may need additional time.  
Thank you.  
 

From: Kor, Jayne [CORP]  
Sent: Wednesday, August 14, 2019 8:58 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: FW: The Patient Escort paging system 
 
See below 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Vancouver Coastal Health 
855 12th Avenue West, #LBP-380 
Vancouver BC V5Z 1M9 
Phone: 604-875-4557 Cell: 604-376-4065 
Fax: 1-888-865-2941 
darren.kopetsky@vch.ca 
 
I respectfully acknowledge that I live and work within the ancestral, traditional, and unceded territory of the Coast Salish nations. 
 
This Email message, including any attachments, is intended solely for the use of the individual or entity to whom it is addressed and may contain 
information that is confidential. Unless the content expressly so authorizes, any distribution, copying, disclosure, or other use is strictly prohibited. 
If you are not the intended recipient or have received this email in error, please notify the sender immediately and permanently delete the 
message unread, including any attachments. Thank you. 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Wednesday, August 14, 2019 12:00 PM
To: VCH Information Privacy; 'Sarah Jamie Lewis (Open Privacy)'
Subject: RE: VGH Patient details being broadcast over radio (privacy breach)

Importance: High

Categories: Jayne

Hello Sarah,  
 
This issue was received by the Privacy Office in November. At the time, we connected with VCH Risk Management and 
VCH Patient Care Quality Office to ask for help in determining what paging systems were in existence, how they 
operated and if they could readily be compromised as described by your email. (See email below) 
 

 The only two paging systems that where identified was the overhead paging system (which does not contain 
any patient information)  

o Example: “code blue in T9”  

 The other paging system identified is the patient escort system was deemed secure as it was sent to specific 
pager devices and didn’t seem to rely on any radio connection. 

Believing at the time of this request, that we looked into the matter and only identified two paging systems; both of 
which were thought secure, we [Privacy] thought we did not have anything further to investigate and/or were waiting 
for further details on another paging system. 
 
However, I do acknowledge VCH Privacy should have circled back to you as the original requester rather than presuming 
our Client Relations and Risk Management had responded.  
This was an unfortunate case where each thought the other had followed up and responded to you as the applicant 
when that was not the case. 
In hindsight, this was an omission we are responsible for and I extend an acknowledgement and sincere apology on 
behalf of VCH Privacy. 
 
We are committed to ensuring our clients’ privacy is upheld. At this time, we have not identified any paging system used 
at VGH that compromises client privacy. Our investigation findings leads us to believe that patient information is 
protected and not being intercepted.  
 
Could you please provide more details and context such as what radio software, type of dongle, and how someone 
could intercept a recording?  
 
 
Sincere Regards, 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
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http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Friday, November 30, 2018 1:53 PM 
To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Afternoon Sarah, 
 
This issue has been escalated to our Director of Client Relations and Risk Management to investigate. 
 
Thank you for bringing it to our attention. 
 
 
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
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Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy"  
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" , "VCH Information Privacy"  
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
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Sensitive patient details (name, age, gender, diagnosis, room assignment etc.) appear to be being broadcast (and can be 
intercepted using inexpensive equipment) across the Greater Vancouver Area. In addition to our previous mention of 
patients at VGH, it appears the issue affects patients at many (if not all) of the hospitals across Vancouver. 
 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)"  
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
 
Are you aware that 

 
This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 
 
a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
 
 
 
 
 

s. 15
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 15, 2019 1:32 PM
To: Chahal, Mickey [PHSA]; Bayne, James; Stouse, Paul [PH]; Tan, Tanico; Stefanson, Carrie 

[CORP]
Subject: CID 8559 - VGH Patient details being broadcast over radio (privacy breach) 

Importance: High

Hi Mickey, (et al) 
 
In follow up to our phone conversation earlier this morning, here is a summary of the issue as requested. 
 
A member of the public contacted VCH Privacy some time ago and has since pursued going to the media with an 
allegation that   

 

 
VCH Public Affairs (Carrie Stefanson) has been in contact with the media company and I have reached out to the original 
complainant to acquire further details as to how someone might access this information and what the steps involved 
are. 
 
At first we [Privacy] were unsure even as to what paging system they were referring to. It has since been confirmed by 
the complainant they are referring to the paging system used by patient transporters. 
Mickey, I sent you the details of the step by steps in previous emails this morning. 
 
Before Privacy / Public Affairs respond, we’d like to confer with IMITS, Voice / Switchboard, and the Spok Team in order 
to come up with a comprehensive and consistent response to both media and the original complainant. 
 
To that end, I’ve emailed / called: 
I've reached out to Paul Stause (Switchboard) 
I've reached out to Tanico Tan (CMS) 
I've reached out to James Bayne (IMITS Security) 
and I've reached out to yourself (Spok) 
 
I would like to confirm and verify the following: 
 

 
 

 
 

 
 

 
 

 
 

 
 

s. 13 s. 15

s. 13 s. 15



2

 

 
I'm happy to set up a meeting in order to discuss crafting a response to both media and the original complainant. 
Hoping to do so by end of this week but more likely, earlier next week when we can get everyone schedules aligned to 
take a t‐con 
 

Thanks,  
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 

s. 13
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Wednesday, August 14, 2019 1:43 PM
To: Tan, Tanico
Cc: Heim, Mary [VA]; Loo, Cindy [CORP]
Subject: VGH Patient details being broadcast over radio (privacy breach)

Hi Tanico, 
 
I left you a few voicemails today and thought also to try email. 
 
Please give me a call (number below) as I’m hoping to glean your technical expertise in investigating a privacy matter. 
 
Thanks in advance,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925 Phone 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Wednesday, August 14, 2019 2:14 PM
To: Tan, Tanico
Subject: FW: VGH Patient details being broadcast over radio (privacy breach)

 
 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis [mailto:sarah@openprivacy.ca] 
Sent: Wednesday, August 14, 2019 1:02 PM 
To: Kor, Jayne [CORP] 
Cc: VCH Information Privacy 
Subject: Re: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi Jayne, 
 
> In hindsight, this was an omission we are responsible for and I extend  
> an acknowledgement and sincere apology on behalf of VCH Privacy. 
 
Thank you for this confirmation and apology. I'd have preferred that this issue would have been dealt with back in 
November, but I am incredibly glad to finally see your office taking this issue seriously. 
 
> Could you please provide more details and context such as what radio  
> software, type of dongle, 
 
Any rtlsdr device capable of receiving frequencies in the paging range work (you can find a large list available for 
purchase on amazon.ca https:// www.amazon.ca/s?k=rtlsdr&ref=nb_sb_noss for $30‐$40). These devices are legal, 
readily available and are used for a variety of legitimate purposes. And antenna is also needed, but paging signals are 
very strong and so often the one included with the device is sufficient. 



2

 
There is a variety of software that can be used to decode paging signals e.g.  
multimon‐ng (https://github.com/EliasOenal/multimon‐ng). There also exist commercial systems to also do this. 
 
> and how someone could intercept a recording? 
 
One would simply stream a paging frequency (using any rtlsdr enabled tool e.g.  
rtlsdr or gqrx) to multimon‐ng (or use a hundred other different software or hardware configuration). The data will be 
printed out in the console. 
 
>  The other paging system identified is the patient escort system was  
> deemed secure as it was sent to specific pager devices and didn’t seem  
> to rely on any radio connection. 
 
This seems like it might be the system at fault. The data is structured, and seems to be machine‐sent/read. (i.e. this isn't 
ad‐hoc data).  and contains the details I outlined below. It is also worth noting that paging network also broadcast 
descriptions of medical tests (e.g. X‐ray) along with patient last names ‐ I would assume this fits into the responsibilities 
of a patient escort system. 
 
For clarification, *all* paging systems are broadcast over radio frequencies , but 
other paging frequencies exist too).  
*Not* to a particular device (generally the page gets sent to a centralized broadcasting hub, and then it is relayed across 
the network ‐ there is never a direct path). 
 
If the data in unencrypted (which in this case it is), then that means that the data is being broadcast all over the greater 
vancouver area and is available to anyone who might receive it. 
 
If you require more information, please let me know. 
 
Thanks, 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
 
On Wednesday, August 14, 2019 6:59:31 PM PDT Kor, Jayne [CORP] wrote: 
> Hello Sarah, 
>  
>  
>  
> This issue was received by the Privacy Office in November. At the  
> time, we connected with VCH Risk Management and VCH Patient Care  
> Quality Office to ask for help in determining what paging systems were  
> in existence, how they operated and if they could readily be  
> compromised as described by your email. (See email below) 
  
>  
>  
> ∙         The only two paging systems that where identified was the overhead 
> paging system (which does not contain any patient information) 
  
> o   Example: “code blue in T9” 
>  
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> ∙         The other paging system identified is the patient escort system 
> was deemed secure as it was sent to specific pager devices and didn’t  
> seem to rely on any radio connection. 
  
> Believing at the time of this request, that we looked into the matter  
> and only identified two paging systems; both of which were thought  
> secure, we [Privacy] thought we did not have anything further to  
> investigate and/or were waiting for further details on another paging system. 
  
>  
>  
> However, I do acknowledge VCH Privacy should have circled back to you  
> as the original requester rather than presuming our Client Relations  
> and Risk Management had responded. 
  
> This was an unfortunate case where each thought the other had followed  
> up and responded to you as the applicant when that was not the case. 
  
> In hindsight, this was an omission we are responsible for and I extend  
> an acknowledgement and sincere apology on behalf of VCH Privacy. 
  
>  
>  
> We are committed to ensuring our clients’ privacy is upheld. At this  
> time, we have not identified any paging system used at VGH that  
> compromises client privacy. Our investigation findings leads us to  
> believe that patient information is protected and not being intercepted. 
  
>  
>  
> Could you please provide more details and context such as what radio  
> software, type of dongle, and how someone could intercept a recording? 
  
>  
>  
>  
>  
> Sincere Regards, 
>  
>  
>  
>  
>  
> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
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>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is  
> confidential and may be privileged. Any unauthorized copying or  
> distribution is strictly prohibited. If you receive this e‐mail in  
> error, please contact the sender immediately and delete this e‐mail. 
  
>  
>  
> Patients/clients/residents: please visit  
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the  
> common risks and limitations you should be aware of when communicating  
> health information through email or text. 
  
>  
>  
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
> From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
> Sent: Friday, November 30, 2018 1:53 PM 
> To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
  
>  
>  
> Afternoon Sarah, 
>  
>  
>  
> This issue has been escalated to our Director of Client Relations and  
> Risk Management to investigate. 
  
>  
>  
> Thank you for bringing it to our attention. 
>  
>  
>  
>  
>  
>  
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>  
>  
>  
>  
>  
> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is  
> confidential and may be privileged. Any unauthorized copying or  
> distribution is strictly prohibited. If you receive this e‐mail in  
> error, please contact the sender immediately and delete this e‐mail. 
  
>  
>  
> Patients/clients/residents: please visit  
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the  
> common risks and limitations you should be aware of when communicating  
> health information through email or text. 
  
>  
>  
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
>  
> Sent: Thursday, November 29, 2018 3:38 PM 
>  
> To: VCH Information Privacy 
>  
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
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>  
>  
> Thank you Jayne, 
>  
>  
>  
> As of yesterday, sensitive medical information was still being  
> broadcast over the paging system. 
  
>  
>  
> Are patients currently being made aware that the privacy of their  
> sensitive medical information is being compromised by the pager  
> system? and Is there a timeframe for stopping this privacy breach? 
  
>  
>  
> Thanks, 
>  
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: "VCH Information Privacy" <vchinformationprivacy@vch.ca> 
>  
> Sent: Monday, November 19, 2018 3:00pm 
>  
> To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH  
> Information Privacy" <vchinformationprivacy@vch.ca> 
  
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
  
>  
>  
> Good Morning, 
>  
>  
>  
> The previous email has been received by VCH Privacy and earmarked for  
> further review. 
  
>  
>  
>  
>  
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> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is  
> confidential and may be privileged. Any unauthorized copying or  
> distribution is strictly prohibited. If you receive this e‐mail in  
> error, please contact the sender immediately and delete this e‐mail. 
  
>  
>  
> Patients/clients/residents: please visit  
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the  
> common risks and limitations you should be aware of when communicating  
> health information through email or text. 
  
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
>  
> Sent: Monday, November 19, 2018 10:49 AM 
>  
> To: VCH Information Privacy 
>  
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
  
>  
>  
> Good Morning, 
>  
>  
>  
> This is a follow up to the email we sent last week regarding a major  
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> breach of privacy across hospitals in Vancouver. 
  
>  
>  
> Sensitive patient details (name, age, gender, diagnosis, room  
> assignment 
> etc.) appear to be being broadcast (and can be intercepted using  
> inexpensive equipment) across the Greater Vancouver Area. In addition  
> to our previous mention of patients at VGH, it appears the issue  
> affects patients at many (if not all) of the hospitals across Vancouver. 
  
>  
>  
> We would appreciate a response to acknowledge receipt of this issue.  
> If we do not receive a response within a week, we will assume that  
> this is not the correct means of reporting this privacy issue and seek  
> out other avenues. 
  
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: "Sarah Jamie Lewis (Open Privacy)" <sarah@openprivacy.ca> 
>  
> Sent: Monday, November 12, 2018 6:17pm 
>  
> To: privacy@vch.ca 
>  
> Subject: VGH Patient details being broadcast over radio (privacy  
> breach) 
>  
>  
>  
> Hi, 
>  
>  
>  
> My name is Sarah Jamie Lewis, I am the executive director of Open  
> Privacy, a non‐profit privacy research organization based here in Vancouver. 
  
>  
>  
> Are you aware that    
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>   
This information is unencrypted. 

  
>  
>  
> The quantity and sensitivity of the data being broadcast is very  
> concerning and we would like to know if: 
  
>  
>  
> a) you are aware that this is happening? 
>  
> b) a plan exists to fix the situation? 
>  
>  
>  
> Thanks, 
>  
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 15, 2019 11:10 AM
To: Chahal, Mickey [PHSA]
Subject: FW: VGH Patient details being broadcast over radio (privacy breach)

 
And here is her response 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis [mailto:sarah@openprivacy.ca]  
Sent: Wednesday, August 14, 2019 1:02 PM 
To: Kor, Jayne [CORP] 
Cc: VCH Information Privacy 
Subject: Re: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi Jayne, 
 
> In hindsight, this was an omission we are responsible for and I extend an 
> acknowledgement and sincere apology on behalf of VCH Privacy. 
 
Thank you for this confirmation and apology. I'd have preferred that this issue  
would have been dealt with back in November, but I am incredibly glad to  
finally see your office taking this issue seriously. 
 
> Could you please provide more details and context such as what radio 
> software, type of dongle,  
 
Any rtlsdr device capable of receiving frequencies in the paging range work  
(you can find a large list available for purchase on amazon.ca https:// 



2

www.amazon.ca/s?k=rtlsdr&ref=nb_sb_noss for $30‐$40). These devices are legal,  
readily available and are used for a variety of legitimate purposes. And  
antenna is also needed, but paging signals are very strong and so often the  
one included with the device is sufficient. 
 
There is a variety of software that can be used to decode paging signals e.g.  
multimon‐ng (https://github.com/EliasOenal/multimon‐ng). There also exist  
commercial systems to also do this. 
 
> and how someone could intercept a recording? 
 
One would simply stream a paging frequency (using any rtlsdr enabled tool e.g.  
rtlsdr or gqrx) to multimon‐ng (or use a hundred other different software or  
hardware configuration). The data will be printed out in the console. 
 
> The other paging system identified is the patient escort system 
> was deemed secure as it was sent to specific pager devices and didn’t seem 
> to rely on any radio connection. 
 
This seems like it might be the system at fault. The data is structured, and  
seems to be machine‐sent/read. (i.e. this isn't ad‐hoc data). and contains  
the details I outlined below. It is also worth noting that paging network also  
broadcast descriptions of medical tests (e.g. X‐ray) along with patient last  
names ‐ I would assume this fits into the responsibilities of a patient escort  
system. 
 
For clarification, *all* paging systems are broadcast over radio frequencies    

 but other paging frequencies exist too).  
*Not* to a particular device (generally the page gets sent to a centralized  
broadcasting hub, and then it is relayed across the network ‐ there is never a  
direct path). 
 
If the data in unencrypted (which in this case it is), then that means that  
the data is being broadcast all over the greater vancouver area and is  
available to anyone who might receive it. 
 
If you require more information, please let me know. 
 
Thanks, 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
 
On Wednesday, August 14, 2019 6:59:31 PM PDT Kor, Jayne [CORP] wrote: 
> Hello Sarah, 
>  
>  
>  
> This issue was received by the Privacy Office in November. At the time, we 
> connected with VCH Risk Management and VCH Patient Care Quality Office to 
> ask for help in determining what paging systems were in existence, how they 
> operated and if they could readily be compromised as described by your 
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> email. (See email below) 
 
>  
>  
> ∙ The only two paging systems that where identified was the overhead 
> paging system (which does not contain any patient information) 
 
> o Example: “code blue in T9” 
>  
> ∙ The other paging system identified is the patient escort system 
> was deemed secure as it was sent to specific pager devices and didn’t seem 
> to rely on any radio connection. 
 
> Believing at the time of this request, that we looked into the matter and 
> only identified two paging systems; both of which were thought secure, we 
> [Privacy] thought we did not have anything further to investigate and/or 
> were waiting for further details on another paging system. 
 
>  
>  
> However, I do acknowledge VCH Privacy should have circled back to you as the 
> original requester rather than presuming our Client Relations and Risk 
> Management had responded. 
 
> This was an unfortunate case where each thought the other had followed up 
> and responded to you as the applicant when that was not the case. 
 
> In hindsight, this was an omission we are responsible for and I extend an 
> acknowledgement and sincere apology on behalf of VCH Privacy. 
 
>  
>  
> We are committed to ensuring our clients’ privacy is upheld. At this time, 
> we have not identified any paging system used at VGH that compromises 
> client privacy. Our investigation findings leads us to believe that patient 
> information is protected and not being intercepted. 
 
>  
>  
> Could you please provide more details and context such as what radio 
> software, type of dongle, and how someone could intercept a recording? 
 
>  
>  
>  
>  
> Sincere Regards, 
>  
>  
>  
>  
>  
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> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is confidential 
> and may be privileged. Any unauthorized copying or distribution is strictly 
> prohibited. If you receive this e‐mail in error, please contact the sender 
> immediately and delete this e‐mail. 
 
>  
>  
> Patients/clients/residents: please visit 
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
> common risks and limitations you should be aware of when communicating 
> health information through email or text. 
 
>  
>  
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
> From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
> Sent: Friday, November 30, 2018 1:53 PM 
> To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
 
>  
>  
> Afternoon Sarah, 
>  
>  
>  
> This issue has been escalated to our Director of Client Relations and Risk 
> Management to investigate. 
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>  
>  
> Thank you for bringing it to our attention. 
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is confidential 
> and may be privileged. Any unauthorized copying or distribution is strictly 
> prohibited. If you receive this e‐mail in error, please contact the sender 
> immediately and delete this e‐mail. 
 
>  
>  
> Patients/clients/residents: please visit 
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
> common risks and limitations you should be aware of when communicating 
> health information through email or text. 
 
>  
>  
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
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> From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
>  
> Sent: Thursday, November 29, 2018 3:38 PM 
>  
> To: VCH Information Privacy 
>  
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
 
>  
>  
> Thank you Jayne, 
>  
>  
>  
> As of yesterday, sensitive medical information was still being broadcast 
> over the paging system. 
 
>  
>  
> Are patients currently being made aware that the privacy of their sensitive 
> medical information is being compromised by the pager system? and Is there 
> a timeframe for stopping this privacy breach? 
 
>  
>  
> Thanks, 
>  
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: "VCH Information Privacy"  
>  
> Sent: Monday, November 19, 2018 3:00pm 
>  
> To: "'Sarah Jamie Lewis (Open Privacy)'" , "VCH 
> Information Privacy"  
 
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
> breach) 
 
>  
>  
> Good Morning, 
>  
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>  
>  
> The previous email has been received by VCH Privacy and earmarked for 
> further review. 
 
>  
>  
>  
>  
> Jayne Kor 
>  
> Privacy Advisor, Information Privacy Office 
>  
> Vancouver Coastal Health 
>  
> 601 West Broadway 
>  
> Vancouver, BC V5Z 4C2 
>  
> jayne.kor@vch.ca 
>  
> http://www.vch.ca 
>  
>  
>  
> The content of this e‐mail, including any files attached, is confidential 
> and may be privileged. Any unauthorized copying or distribution is strictly 
> prohibited. If you receive this e‐mail in error, please contact the sender 
> immediately and delete this e‐mail. 
 
>  
>  
> Patients/clients/residents: please visit 
> http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
> common risks and limitations you should be aware of when communicating 
> health information through email or text. 
 
>  
>  
>  
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca] 
>  
> Sent: Monday, November 19, 2018 10:49 AM 
>  
> To: VCH Information Privacy 
>  
> Subject: RE: VGH Patient details being broadcast over radio (privacy 
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> breach) 
 
>  
>  
> Good Morning, 
>  
>  
>  
> This is a follow up to the email we sent last week regarding a major breach 
> of privacy across hospitals in Vancouver. 
 
>  
>  
> Sensitive patient details (name, age, gender, diagnosis, room assignment 
> etc.) appear to be being broadcast (and can be intercepted using 
> inexpensive equipment) across the Greater Vancouver Area. In addition to 
> our previous mention of patients at VGH, it appears the issue affects 
> patients at many (if not all) of the hospitals across Vancouver. 
 
>  
>  
> We would appreciate a response to acknowledge receipt of this issue. If we 
> do not receive a response within a week, we will assume that this is not 
> the correct means of reporting this privacy issue and seek out other 
> avenues. 
 
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
> ‐‐‐‐‐Original Message‐‐‐‐‐ 
>  
> From: "Sarah Jamie Lewis (Open Privacy)"  
>  
> Sent: Monday, November 12, 2018 6:17pm 
>  
> To: privacy@vch.ca 
>  
> Subject: VGH Patient details being broadcast over radio (privacy breach) 
>  
>  
>  
> Hi, 
>  
>  
>  
> My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a 
> non‐profit privacy research organization based here in Vancouver. 
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>  
>  
> Are you aware that   

 
This information is unencrypted. 

 
>  
>  
> The quantity and sensitivity of the data being broadcast is very concerning 
> and we would like to know if: 
 
>  
>  
> a) you are aware that this is happening? 
>  
> b) a plan exists to fix the situation? 
>  
>  
>  
> Thanks, 
>  
>  
>  
> Sarah Jamie Lewis 
>  
> Executive Director, Open Privacy Research Society 
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
>  
 
 
 

s. 15
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Donnett, Melissa [CORP]

From: Bayne, James
Sent: Thursday, August 15, 2019 11:53 AM
To: Kor, Jayne [CORP]
Cc: Boutin, Carol; Kocurek, Brad
Subject: RE: VGH Patient details being broadcast over radio (privacy breach)

Hi Jayne, I can not recall if we had a conversation about this last year, however if it is still being raised as an issue can we 
link up. Can you confirm that VCH communications is aware and if any Information Note is being prepared? 
 
Thanks 
 
James 
 

From: Boutin, Carol  
Sent: Thursday, August 15, 2019 11:19 AM 
To: Bayne, James  
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
Importance: High 
 
Have you heard about this at all? 
 

From: Taherzadeh, Sara  
Sent: Thursday, August 15, 2019 11:10 AM 
To: Chahal, Mickey [PHSA] <mickey.chahal@phsa.ca>; Ashe, Mike <mike.ashe@phsa.ca>; Boutin, Carol 
<Carol.Boutin@phsa.ca> 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
We need to work with Carol on this one 
 

From: Chahal, Mickey [PHSA]  
Sent: Thursday, August 15, 2019 11:10 AM 
To: Ashe, Mike <mike.ashe@phsa.ca> 
Cc: Taherzadeh, Sara <sara.taherzadeh2@phsa.ca> 
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
Importance: High 
 
Hi Mike 
 
Got a phone call from VCH Privacy regarding a potential privacy breach involving pages. In a nutshell they need our 
support to get a response to a media outlet by Friday. Lets chat about this when we meet this afternoon. 
 
Thanks 
 
Mickey 
 

From: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>  
Sent: August 15, 2019 11:08 AM 
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To: Chahal, Mickey [PHSA] <mickey.chahal@phsa.ca> 
Subject: FW: VGH Patient details being broadcast over radio (privacy breach) 
Importance: High 
 
 
Hi Mickey, 
 
In follow up to our conversation just now, here is what I sent to the original requestor 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Wednesday, August 14, 2019 12:00 PM 
To: VCH Information Privacy; 'Sarah Jamie Lewis (Open Privacy)' 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
Importance: High 
 
Hello Sarah,  
 
This issue was received by the Privacy Office in November. At the time, we connected with VCH Risk Management and 
VCH Patient Care Quality Office to ask for help in determining what paging systems were in existence, how they 
operated and if they could readily be compromised as described by your email. (See email below) 
 

 The only two paging systems that where identified was the overhead paging system (which does not contain 
any patient information)  

o Example: “code blue in T9”  

 The other paging system identified is the patient escort system was deemed secure as it was sent to specific 
pager devices and didn’t seem to rely on any radio connection. 

Believing at the time of this request, that we looked into the matter and only identified two paging systems; both of 
which were thought secure, we [Privacy] thought we did not have anything further to investigate and/or were waiting 
for further details on another paging system. 
 
However, I do acknowledge VCH Privacy should have circled back to you as the original requester rather than presuming 
our Client Relations and Risk Management had responded.  
This was an unfortunate case where each thought the other had followed up and responded to you as the applicant 
when that was not the case. 
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In hindsight, this was an omission we are responsible for and I extend an acknowledgement and sincere apology on 
behalf of VCH Privacy. 
 
We are committed to ensuring our clients’ privacy is upheld. At this time, we have not identified any paging system used 
at VGH that compromises client privacy. Our investigation findings leads us to believe that patient information is 
protected and not being intercepted.  
 
Could you please provide more details and context such as what radio software, type of dongle, and how someone 
could intercept a recording?  
 
 
Sincere Regards, 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy 
Sent: Friday, November 30, 2018 1:53 PM 
To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Afternoon Sarah, 
 
This issue has been escalated to our Director of Client Relations and Risk Management to investigate. 
 
Thank you for bringing it to our attention. 
 
 
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
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Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Thursday, November 29, 2018 3:38 PM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Thank you Jayne, 
 
As of yesterday, sensitive medical information was still being broadcast over the paging system. 
 
Are patients currently being made aware that the privacy of their sensitive medical information is being compromised 
by the pager system? and Is there a timeframe for stopping this privacy breach? 
 
Thanks, 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "VCH Information Privacy"  
Sent: Monday, November 19, 2018 3:00pm 
To: "'Sarah Jamie Lewis (Open Privacy)'" , "VCH Information Privacy"  
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
The previous email has been received by VCH Privacy and earmarked for further review. 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
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The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]  
Sent: Monday, November 19, 2018 10:49 AM 
To: VCH Information Privacy 
Subject: RE: VGH Patient details being broadcast over radio (privacy breach) 
 
Good Morning, 
 
This is a follow up to the email we sent last week regarding a major breach of privacy across hospitals in Vancouver. 
 
Sensitive patient details (name, age, gender, diagnosis, room assignment etc.) appear to be being broadcast (and can be 
intercepted using inexpensive equipment) across the Greater Vancouver Area. In addition to our previous mention of 
patients at VGH, it appears the issue affects patients at many (if not all) of the hospitals across Vancouver. 
 
We would appreciate a response to acknowledge receipt of this issue. If we do not receive a response within a week, we 
will assume that this is not the correct means of reporting this privacy issue and seek out other avenues. 
 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: "Sarah Jamie Lewis (Open Privacy)"  
Sent: Monday, November 12, 2018 6:17pm 
To: privacy@vch.ca 
Subject: VGH Patient details being broadcast over radio (privacy breach) 
 
Hi, 
 
My name is Sarah Jamie Lewis, I am the executive director of Open Privacy, a non‐profit privacy research organization 
based here in Vancouver. 
 
Are you aware that 

 
This information is unencrypted. 
 
The quantity and sensitivity of the data being broadcast is very concerning and we would like to know if: 
 
a) you are aware that this is happening?  
b) a plan exists to fix the situation? 
 
Thanks, 
 
Sarah Jamie Lewis 

s. 15
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Executive Director, Open Privacy Research Society 
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Donnett, Melissa [CORP]

From: Stouse, Paul
Sent: Thursday, August 15, 2019 1:57 PM
To: Tan, Tanico; Kor, Jayne [CORP]; Chahal, Mickey [PHSA]; Bayne, James; Stefanson, Carrie 

[CORP]
Subject: RE: CID 8559 - VGH Patient details being broadcast over radio (privacy breach) 

Thanks for clarifying Tanico. 
 
Paul 
 
 

From: Tan, Tanico  
Sent: Thursday, August 15, 2019 1:55 PM 
To: Stouse, Paul; Kor, Jayne [CORP]; Chahal, Mickey [PHSA]; Bayne, James; Stefanson, Carrie [CORP] 
Subject: RE: CID 8559 ‐ VGH Patient details being broadcast over radio (privacy breach)  

 
Hi Paul, 
 

 
 

 
Cheers! 
 
Vacation Alert August 19 to 30 
 
Tanico Tan 
Manager, Acute & Ambulatory Information Systems, IMITS 
1885 W. Broadway St. Vancouver, BC, V6J 1Y5 
Office: 604‐675‐3939 ext. 21550 
Mobile: 604‐341‐4993 
Email: Tanico.tan@phsa.ca 
 
 
 

From: Stouse, Paul  
Sent: Thursday, August 15, 2019 1:41 PM 
To: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Chahal, Mickey [PHSA] <mickey.chahal@phsa.ca>; Bayne, James 
<James.Bayne@phsa.ca>; Tan, Tanico <Tanico.Tan@phsa.ca>; Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: CID 8559 ‐ VGH Patient details being broadcast over radio (privacy breach)  

 
HI Jayne, 
 
Further to our telephone conversation this morning, the majority of PageNet pager holders across VCH, PHC and PHSA 
(VPP) carry numeric only pagers where only a numeric value is sent to the pager (e.g.: phone number or local).   

 

 

s. 
13, 
s. 
15
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Thank you. 
Paul 
 
 
Paul Stouse 
Manager, Voice and Switchboard 
Client Services, IMITS 
 

Vacation alert: August 28 – September 8, 2019 (inclusive) 
 
 

 

Mobile: 604-836-9019  
Email: pstouse@phsa.ca  

Provincial Health Services Authority  

Vancouver Coastal Health 

Providence Health Care  

BC Ministry of Health 

 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 15, 2019 1:32 PM 
To: Chahal, Mickey [PHSA]; Bayne, James; Stouse, Paul [PH]; Tan, Tanico; Stefanson, Carrie [CORP] 
Subject: CID 8559 ‐ VGH Patient details being broadcast over radio (privacy breach)  
Importance: High 

 
Hi Mickey, (et al) 
 
In follow up to our phone conversation earlier this morning, here is a summary of the issue as requested. 
 
A member of the public contacted VCH Privacy some time ago and has since pursued going to the media with an 
allegation that   

 

 
VCH Public Affairs (Carrie Stefanson) has been in contact with the media company and I have reached out to the original 
complainant to acquire further details as to how someone might access this information and what the steps involved 
are. 
 
At first we [Privacy] were unsure even as to what paging system they were referring to.   

 
Mickey, I sent you the details of the step by steps in previous emails this morning. 
 
Before Privacy / Public Affairs respond, we’d like to confer with IMITS, Voice / Switchboard, and the Spok Team in order 
to come up with a comprehensive and consistent response to both media and the original complainant. 

s. 13, s. 15
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To that end, I’ve emailed / called: 
I've reached out to Paul Stause (Switchboard) 
I've reached out to Tanico Tan (CMS) 
I've reached out to James Bayne (IMITS Security) 
and I've reached out to yourself (Spok) 
 
I would like to confirm and verify the following: 
 

 
 

 
 

 
 

 
 

 
 

 

 

 
I'm happy to set up a meeting in order to discuss crafting a response to both media and the original complainant. 
Hoping to do so by end of this week but more likely, earlier next week when we can get everyone schedules aligned to 
take a t‐con 
 

Thanks,  

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 

s. 13 s. 15



From: Kor, Jayne [CORP]
To: Chahal, Mickey [PHSA]; Bayne, James; Stouse, Paul [PH]; Tan, Tanico; Stefanson, Carrie [CORP]; Boutin, Carol;

Kocurek, Brad; Wadham, Kelly
Cc: Stouse, Paul; Reyes-Metcalfe, Judith; Le, Rick
Subject: CID 8559 - VGH Patient details being broadcast over radio (privacy breach)

Hello All, 

Apologies for the short notice but I’m hoping to schedule a quick chat about this issue of paging info being intercepted before the weekend.

I realize that Brad and Tanico have conflicts at this time but it perhaps we could update them after.

Regards, 

 
Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
1108 – 601 West Broadway
Vancouver, BC V5Z 4C2
604-875-4925  Phone
jayne.kor@vch.ca <mailto:jayne.kor@vch ca> 
http://www.vch.ca <http://www.vch.ca/> 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail.
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the common risks and limitations you
should be aware of when communicating health information through email or text. 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 15, 2019 3:05 PM
To: Stouse, Paul
Cc: Wadham, Kelly
Subject: RE: Pager Broadcast

 
Done. 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stouse, Paul  
Sent: Thursday, August 15, 2019 2:48 PM 
To: Kor, Jayne [CORP] 
Subject: Pager Broadcast 
 
Hi Jayne, 
 
Please invite Kelly Wadham, Interim Director, Mobility Program (Kelly.wadham@phsa.ca). Kelly oversees the Mobility 
team at PHSA which includes pagers. 
 
Thank you. 
Paul 
 
 
 
Paul Stouse 
Manager, Voice and Switchboard 
Client Services, IMITS 
 

Vacation alert: August 28 – September 8, 2019 (inclusive) 
 
 

 

Mobile: 604-836-9019  
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Email: pstouse@phsa.ca  

Provincial Health Services Authority  

Vancouver Coastal Health 

Providence Health Care  

BC Ministry of Health 
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Donnett, Melissa [CORP]

From: Tan, Tanico
Sent: Wednesday, August 14, 2019 4:43 PM
To: Kor, Jayne [CORP]
Subject: Meeting VA Security concern

Hi Jayne, 
 
I reviewed your emails. I think we need to involved James Bayne in this conversation. Brian Toy is the team lead under 
Cathy Palmer.  

 
  

 
Vacation Alert August 19 to 30 
 
Tanico Tan 
Manager, Acute & Ambulatory Information Systems, IMITS 
1885 W. Broadway St. Vancouver, BC, V6J 1Y5 
Office: 604‐675‐3939 ext. 21550 
Mobile: 604‐341‐4993 
Email: Tanico.tan@phsa.ca 
 

s. 13
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The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 15, 2019 1:32 PM 
To: Chahal, Mickey [PHSA]; Bayne, James; Stouse, Paul [PH]; Tan, Tanico; Stefanson, Carrie [CORP] 
Subject: CID 8559 - VGH Patient details being broadcast over radio (privacy breach)  
Importance: High 
 
Hi Mickey, (et al) 
 
In follow up to our phone conversation earlier this morning, here is a summary of the issue as requested. 
 
A member of the public contacted VCH Privacy some time ago and has since pursued going to the media with an 
allegation tha  

 

 
VCH Public Affairs (Carrie Stefanson) has been in contact with the media company and I have reached out to the original 
complainant to acquire further details as to how someone might access this information and what the steps involved 
are. 
 
At first we [Privacy] were unsure even as to what paging system they were referring to.  

 
Mickey, I sent you the details of the step by steps in previous emails this morning. 
 
Before Privacy / Public Affairs respond, we’d like to confer with IMITS, Voice / Switchboard, and the Spok Team in order 
to come up with a comprehensive and consistent response to both media and the original complainant. 
 
To that end, I’ve emailed / called: 
I've reached out to Paul Stause (Switchboard) 
I've reached out to Tanico Tan (CMS) 
I've reached out to James Bayne (IMITS Security) 
and I've reached out to yourself (Spok) 
 
I would like to confirm and verify the following: 
 

 
 

 
 

 

 
 

 

s. 13 s. 15

s. 13 s. 15
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I'm happy to set up a meeting in order to discuss crafting a response to both media and the original complainant. 
Hoping to do so by end of this week but more likely, earlier next week when we can get everyone schedules aligned to 
take a t‐con 
 

Thanks,  

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 

s. 13 s. 15
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 15, 2019 3:16 PM
To: Bayne, James
Subject: RE: CID 8559 - VGH Patient details being broadcast over radio (privacy breach) 

Oh good…..PHEW: cuz you’re one of the “critically essential” attendees…  
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Bayne, James  
Sent: Thursday, August 15, 2019 3:10 PM 
To: Kor, Jayne [CORP] 
Subject: Re: CID 8559 - VGH Patient details being broadcast over radio (privacy breach)  
 
Yes that works, wasn’t showing on my phone but I see it now :) 

James 
 
On Aug 15, 2019, at 3:05 PM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Tomorrow 10:30 – 11 (Your calendar lists you as ‘available’) 
 
 
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
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http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or 
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐
40000.pdf for the common risks and limitations you should be aware of when communicating health 
information through email or text.  
 
 
 

From: Bayne, James  
Sent: Thursday, August 15, 2019 2:51 PM 
To: Kor, Jayne [CORP] 
Subject: Re: CID 8559 - VGH Patient details being broadcast over radio (privacy breach)  
 
What time are you looking at? 

James 
 
On Aug 15, 2019, at 2:40 PM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Hello All,  
 
Apologies for the short notice but I’m hoping to schedule a quick chat about this issue 
of paging info being intercepted before the weekend. 
 
I realize that Brad and Tanico have conflicts at this time but it perhaps we could update 
them after. 
 
Regards,  
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925 Phone 
jayne.kor@vch.ca 
http://www.vch.ca 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized 
copying or distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender 
immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐
00‐03‐40000.pdf for the common risks and limitations you should be aware of when 
communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Bayne, James
Sent: Friday, August 16, 2019 11:32 AM
To: Kor, Jayne [CORP]; Ma, Hank [PHSA]
Cc: Stefanson, Carrie [CORP]
Subject: Re: IMITS content for Paging Briefing Note following today's meeting

Forgot to include Hank…. 
 

From: James Bayne  
Date: Friday, August 16, 2019 at 11:23 AM 
To: "Kor, Jayne [CORP]"  
Cc: "Stefanson, Carrie [CORP]"  
Subject: Re: IMITS content for Paging Briefing Note following today's meeting 
 
Thanks Jane, 
 
Hank Ma, copied will assist from a security perspective  . 
 
I will get him up to speed on the issue. Let me know if you receive a sample from the individual, if not we can always 
arrange to capture our own. 
 
James 
 

From: "Kor, Jayne [CORP]"  
Date: Friday, August 16, 2019 at 11:10 AM 
To: James Bayne  
Cc: "Stefanson, Carrie [CORP]"  
Subject: IMITS content for Paging Briefing Note following today's meeting 
 
Hi James, 
 
I’ll carve out time early next week to prioritize this work if you could please identify a resource within your group to 
assist 
 
Thanks in advance  ! 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 

s. 22
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jayne.kor@vch.ca 
http://www.vch.ca 
 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Reyes-Metcalfe, Judith
Sent: Tuesday, August 20, 2019 4:02 PM
To: Kor, Jayne [CORP]; Le, Rick
Cc: Palmer, Catherine
Subject: RE: CMS Metrics
Attachments: VA, RH, CW - Volume and Sample Pager Messages.xlsx

Hi Jayne, 
 
Attached are the CMS Stats. 
 
Please let us know if you have any further questions. 
 
Thanks, 
Judith  
 
 
Judith Reyes‐Metcalfe 
Senior Manager, 
Acute & Ambulatory Information Solutions 
Office: 604‐675‐3939 ext. 67901 
Blackberry: 604‐828‐0219 
 
 
 
 

From: Reyes‐Metcalfe, Judith  
Sent: Tuesday, August 20, 2019 3:25 PM 
To: Kor, Jayne [CORP] ; Le, Rick  
Cc: Palmer, Catherine  
Subject: RE: CMS Metrics 
 
Hi Jayne, 
 
The Team has started compiling the info from CMS. We will send this to you shortly. 
 

 
 

 
 
Thanks, 
Judith  
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 16, 2019 11:18 AM 
To: Reyes‐Metcalfe, Judith <jreyes@phsa.ca>; Le, Rick <Rick.Le@phsa.ca> 
Subject: CMS Metrics 
Importance: High 

s. 13 s. 15
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Hi Judith and Rick,  
 
To recap what was discussed on the t‐con today, I’m hoping someone from your team (as Tanico is away can assist with 
the following metrics: 
 
# of pages from CMS system per day that contains patient identifiers 
# of pages from Pagnet system per day (of which CMS is a subset) 
Some examples of info on pages 
 
 
Thanks 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Reyes-Metcalfe, Judith
Sent: Tuesday, August 20, 2019 3:25 PM
To: Kor, Jayne [CORP]; Le, Rick
Cc: Palmer, Catherine
Subject: RE: CMS Metrics

Follow Up Flag: Follow up
Flag Status: Flagged

Hi Jayne, 
 
The Team has started compiling the info from CMS. We will send this to you shortly. 
 

 
 

 
 
Thanks, 
Judith  
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 16, 2019 11:18 AM 
To: Reyes‐Metcalfe, Judith ; Le, Rick  
Subject: CMS Metrics 
Importance: High 
 
Hi Judith and Rick,  
 
To recap what was discussed on the t‐con today, I’m hoping someone from your team (as Tanico is away can assist with 
the following metrics: 
 
# of pages from CMS system per day that contains patient identifiers 
# of pages from Pagnet system per day (of which CMS is a subset) 
Some examples of info on pages 
 
 
Thanks 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 

s. 13 s. 15
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jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Wright, Joleen [CORP]
Sent: Monday, August 19, 2019 12:45 PM
To: Kor, Jayne [CORP]
Subject: RE: briefing note template
Attachments: Briefing Note template - March 2016.doc

Hi Jayne, 
 
This one is from SET. Sorry, as usual, in meetings all morning! 
 
Joleen 
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 19, 2019 11:04 AM 
To: Wright, Joleen [CORP] 
Subject: briefing note template 
Importance: High 
 
Hey Joleen, 
 
Working on an issue that I want DRMO to be aware of and also looking for a briefing note template to plug into. 
Wondering if you have previous experience and can point me in right direction 
 
Cheers,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Leys, Tamara [VC]
Sent: Tuesday, August 20, 2019 3:34 PM
To: Becerra, Ana; Tam, Steven [CORP]
Cc: Wright, Joleen [CORP]; Kor, Jayne [CORP]
Subject: RE: DRAFT Agenda- Access Audit Privacy and Security Committee - Aug 2019_V2.docx
Attachments: DRAFT Agenda- Access Audit Privacy and Security Committee - Aug 2019_V2_TL.docx

Ana & Steven, 
 
I re‐arranged a few things – see attachment.  
Jayne would like to talk 15 min about Paging broadcast (which may cause a privacy breach) as well, so I added her as 
well to the agenda. 
 
Joleen should update you tomorrow afternoon on whether Private MOA Agreement needs 20 min & approval will be 
requested next AAPS… 
She may have an update on the HIS Policy from Janet as well… we’ll see. 
 
Joleen,  
 
I’ll put this as a “to do” in your calendar… So you can ignore this email for now! 
 
Thanks! 
 
Tamara 
 
 

From: Becerra, Ana  
Sent: Tuesday, August 20, 2019 11:06 AM 
To: Tam, Steven [CORP]; Leys, Tamara [VC] 
Subject: DRAFT Agenda- Access Audit Privacy and Security Committee - Aug 2019_V2.docx 
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Donnett, Melissa [CORP]

From: Reyes-Metcalfe, Judith
Sent: Wednesday, August 21, 2019 3:31 PM
To: Kor, Jayne [CORP]
Cc: Palmer, Catherine; Le, Rick
Subject: Briefing Note Paging system Broadcast DRAFT 3
Attachments: Briefing Note Paging system Broadcast DRAFT 3.doc

Hi Jayne, 
 
Please see draft comments from the Team. 
 
Thanks, 
Judith  
 
Judith Reyes‐Metcalfe 
Senior Manager, 
Acute & Ambulatory Information Solutions 
Office: 604‐675‐3939 ext. 67901 
Blackberry: 604‐828‐0219 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Friday, August 23, 2019 12:59 PM
To: Kor, Jayne [CORP]
Subject: RE: Issues Note, VCH paging system 

HI Jayne:  
 

 
  

Thx.  
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 23, 2019 11:14 AM 
To: Stefanson, Carrie [CORP]  
Subject: RE: Issues Note, VCH paging system  
 
Understood.  
Thanks! 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Friday, August 23, 2019 9:56 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Issues Note, VCH paging system  
 
HI Jayne: T 
he Issues Note is only for our reference and MOH. The only public portion being released is the messaging.  
Suggested response to media:  
 VCH has clear privacy protocols to protect patient information and we take breaches of privacy extremely seriously.  

s. 13



2

 VCH has no information to suggest private patient information has been breached or used in any malicious way.  

 VCH is constantly looking for better ways to protect patient information. Those measures will improve with new 
technology.  

Thx. 
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 23, 2019 9:53 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: Issues Note, VCH paging system  
 
Oops,  
 
Sorry, I thought you were talking about the briefing note… 
Do we have to include the metrics of:  

  

. 

 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Friday, August 23, 2019 9:46 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Issues Note, VCH paging system  
 
Issues note OK from your perspective? Thanks.  
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 23, 2019 9:33 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: Issues Note, VCH paging system  
 
Hi Carrie, 
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Absolutely.   
 

 
 

 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Thursday, August 22, 2019 3:21 PM 
To: Kor, Jayne [CORP] 
Subject: Issues Note, VCH paging system  
 
Hi Jayne,  
I’ve taken the higher level materials from your draft BN and compiled an Issues Note.  
The Issues Notes are to inform our team and MOH, and the messaging is the information we share with the public and 
media.  
Let me know if you have any concerns about the IN before I share it with MOH.  

. 
 
Thank you.  
 
Carrie Stefanson 
Public Affairs Leader 
Vancouver Coastal Health 
Office: 604.708.5340 
Cell: 604.312.1148 
E: carrie.stefanson@vch.ca  
 
In respect and gratitude, I recognize that I live, work and play on the traditional, unceded homelands of the Coast Salish 
People. 

 

 
 
 

s. 13

s. 13 s. 15



1

Donnett, Melissa [CORP]

From: Bayne, James
Sent: Monday, August 26, 2019 3:47 PM
To: Kor, Jayne [CORP]; Tam, Steven [CORP]
Subject: pagers

Follow Up Flag: Follow up
Flag Status: Flagged

Do we have a clear picture of all the areas using pagers? 
 

 

 
 

 
 

 

 
 
James 

s. 13 s. 15
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Donnett, Melissa [CORP]

From: Scott, Janet [PH] [Privacy]
Sent: Monday, August 26, 2019 11:29 AM
To: Kor, Jayne [CORP]
Subject: RE: INTERNAL ONLY: Draft briefing note

Thx  
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone: 604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax: 604‐806‐8894 

This email message, including any attachments, may contain confidential information and is intended solely for the use of the individual or entity 
to whom it is addressed. If you have received this in error, please contact me by return email and permanently delete all copies of this email and 
any attachments. You may also call me at 604.806.8336. Thank you. 

 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 26, 2019 11:11 AM 
To: Scott, Janet [PH] [Privacy]; Lake, Dawn [PHSA] 
Subject: INTERNAL ONLY: Draft briefing note 
Importance: High 
 
Hi Janet, Dawn, 
 
As promised here are the latest versions of the Briefing Note (more updates to come…. I’m sure) 
 
Cheers, 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Janice Charnstrom <JCharnstrom@oipc.bc.ca>
Sent: Monday, August 26, 2019 2:44 PM
To: Kor, Jayne [CORP]
Subject: RE: Consolidated response/briefing note

Sounds good, Jayne, 
 
Thank you. Something in writing would be best for me to pass on to the Comms team – just so I don’t provide any 
inaccurate information. 
 
Thanks again for your assistance. 
 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 2:27 PM 
To: Janice Charnstrom  
Subject: RE: Consolidated response/briefing note 
 
Hi Janice, 
 
Of course. The briefing note is sitting with my director Steven Tam and I’ve already had several departments / org 
requests to share. 
 
As soon as I have something to update, you’ll be one of my first calls…..  
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, August 26, 2019 1:06 PM 
To: Kor, Jayne [CORP] 
Subject: Consolidated response/briefing note 
 
Hello Jayne, 
 
Can you please share the media statement content (“consolidated response”) with us before it is released? To keep it 
simple (and one point of contact at this point), you can send it along to me and I will pass it along to our 
communications team. 
 
We anticipate receiving calls from the public and media once it is released. Our communications team would appreciate 
a “heads up” to prepare. 
 
Thank you, 
Janice 
 
Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 
Office of the Information and Privacy Commissioner for BC 
4th Floor, 947 Fort Street, Victoria BC V8V 3K3 
tel. 250 ‐ 356 ‐ 0791 | fax 250‐387‐1696 
Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, 
used or copied by or to anyone else. If you receive this in error please contact the sender by return email and delete all 
copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Chiang, Charlene [CORP]
Sent: Monday, August 26, 2019 3:59 PM
To: Tam, Steven [CORP]; Kor, Jayne [CORP]
Subject: RE: VGH paging system BN

here’s the latest between Carrie and reporter. The latest ask is in yellow. 
 
‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐‐ 
 
Hello Carrie, 
 
Thank you for your response. Can you provide me with more details about what exactly you looked into and how you 
investigated?  
 
It is our understanding that this data is still unencrypted on the frequency we mentioned.  
 
Much appreciated, 

  
 
On Fri, Aug 23, 2019 at 2:08 PM Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> wrote: 

Hello    

We’ve inquired about your query and what I can tell you is, Vancouver Coastal Health has clear privacy protocols to 
protect patient information and we take breaches of privacy extremely seriously.  

We have no information to suggest private patient information has been breached or used in any malicious way. 

Vancouver Coastal Health is constantly looking for better ways to protect patient information. Those measures will 

improve with new technology.  

Regards,  

Carrie  

 
 

From: Tam, Steven [CORP]  
Sent: Monday, August 26, 2019 3:51 PM 
To: Chiang, Charlene [CORP] ; Kor, Jayne [CORP]  
Subject: RE: VGH paging system BN 
 
OK, I’m working on the BN.   

 
 
Steven 
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From: Chiang, Charlene [CORP]  
Sent: Monday, August 26, 2019 2:45 PM 
To: Tam, Steven [CORP]; Kor, Jayne [CORP] 
Subject: VGH paging system BN 
 
Hi Steven, Jayne, 
 
A friendly follow‐up on the paging system BN and our call with the VA ops team. Steven – you weren’t on the call but 
below is a summary of actions. Let me know if you want a quick debrief from me or Jayne. 
 
Take‐aways from the meeting today: 
 

 Steven is leading on developing the BN to go to SET next Tuesday   
 

 IMITS to feed into the BN with potential IT solutions, rough estimates and considerations (Rick/Cathy) 

 Patient identifiers –  
(Susan/Cindy) 

 OIPOBC response and update needed (Jayne) 

 Media response and update needed (Carrie) 
 
Board Chair Penny is interested in our potential solutions and next steps – I will keep her informed. 
 
Thanks, 
Charlene 
 
 
Charlene Chiang 
Vice President, Communications and Strategic Partnerships 
Vancouver Coastal Health  
charlene.chiang@vch.ca 
D. 604 708 5280 | M. 604 805 1786 
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Donnett, Melissa [CORP]

From: Janice Charnstrom <JCharnstrom@oipc.bc.ca>
Sent: Tuesday, August 27, 2019 10:08 AM
To: Kor, Jayne [CORP]
Subject: OIPC File No - F19-80246_VCHA_BR Acknowledgement
Attachments: F19-80246_BR Acknowledgement.pdf

Hello Jayne, 
 
I apologize for the multiple emails. 
I just wanted to provide you with our file number for this matter in an acknowledgement email – in an effort to keep 
our correspondence organized going forward. 
 
Thanks again, 
Janice 
 
Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 
Office of the Information and Privacy Commissioner for BC 
4th Floor, 947 Fort Street, Victoria BC V8V 3K3 
tel. 250 ‐ 356 ‐ 0791 | fax 250‐387‐1696 
Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, 
used or copied by or to anyone else. If you receive this in error please contact the sender by return email and delete all 
copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Tuesday, August 27, 2019 11:15 AM
To: Kor, Jayne [CORP]
Subject: RE: Question about Ontario and other

Fine to let the other HAs know however you think appropriate. Not sure if it needs to be coordinated through PHSA. 
 
Thanks. 
 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Tuesday, August 27, 2019 10:52 AM 
To: Tam, Steven [CORP] 
Subject: FW: Question about Ontario and other 
 
Hi Steven, 
 
I’ll be calling FHA today. 
 
I’m wonder if this request to “share to other HAs” would be best served by connecting with PHSA and sending via EHWG 
distribution list (PHSA chairs) – your thoughts? 
 
I’ll also be contacting Ontario today. 
 
As to Commissioner, I’ll leave that at your discretion 
 
Thanks, 
 
Jayne 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Tuesday, August 27, 2019 9:24 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario and other 
 
 
Hello Jayne, 
 
1. I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in 
our office. In an attempt to address the matter efficiently and effectively with potential health authorities – 
would you be willing to reach out to other BC health authorities that use this technology and encourage them 
to submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
2. With regard to this particular file - I realize there are competing priorities; however, I would like to strongly 
emphasize the importance of containment of any patient personal information at this stage. Please do not 
delay providing me with information related to containment efforts as soon as you can. 
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Also, if the VCH Director, Steven Tam, would find it helpful to reach out to our office’s Deputy Commissioner 
(Investigations) – her name is oline Twiss – she can be reached at otwiss@oipc.bc.ca or (250) 953 – 4138. 
 
3. I have contacted the Ontario Information and Privacy Commissioner’s office. I have yet to hear back 
regarding any information they may be able to offer related to this matter. 
 
The newspaper article you provided contained the following information: 

 It was the University Health Network (UHN) that was affected -> https://www.uhn.ca/ 
 Here is a link to the UHN privacy web page: 

https://www.uhn.ca/PatientsFamilies/Patient Safety Advocacy/Privacy 
 
However, I do not see the name or contact information published for the UHN Privacy Officer. Marc Toppings 
is listed as the Chief Legal Officer & Corporate Secretary in the UHN org chart. 
 
The Privacy page of the UHN website contains the following contact information: 
 
For more information about privacy at UHN, contact us at: 
Phone: 416 340 4800 ext. 6937 
Email: privacy@uhn.ca 
 
 
Jayne, thank you for your continued assistance with this matter. 
 
Best regards, 
 
Janice Charnstrom 
 
 
 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 3:43 PM 
To: Janice Charnstrom  
Subject: RE: Question about Ontario 
 
Hi Janice,  
 
Understood.  
Could I please ask the exact name of the healthcare authority and/or their privacy office contact? 
I’ll contact them this week. 
 
Many thanks,  
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
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Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, August 26, 2019 12:28 PM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario 
 
Hello Jayne, 
 
Thank you for the phone call and for providing the link to the news story. 
I spoke to one of the Senior Investigators in our office re: the Ontario response to a similar issue. We believe that the 
most effective approach to discovering how Ontario dealt with the issue is for you to reach out to Ontario health 
authorities for the information. The information does not have to come through me or this office. I will only be looking 
at the BC health authority response to the potential breach. 
 
Thank you for your attention and assistance with this matter. 
 
Best regards, 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 11:44 AM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: RE: Hello and please call me when you have a chance 
 
 
https://toronto.citynews.ca/2019/03/25/exclusive‐patient‐data‐exposed‐at‐2‐toronto‐hospitals‐privacy‐commissioner‐
investigating/ 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
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Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Friday, August 23, 2019 2:31 PM 
To: Kor, Jayne [CORP] 
Subject: Hello and please call me when you have a chance 
 
Hello Jayne Kor, 
 
My name is Janice. I am an OIPC Investigator. I left you a brief v/m on August 23rd shortly after 2pm. 
 
Please give me call when you get a chance – my direct line is listed below in my signature. 
 
If we do not connect today (Friday, August 23rd), I am back in the office on Monday, August 26th. 
 
Best regards, 
Janice 
 

Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 

Office of the Information and Privacy Commissioner for BC 

4th Floor, 947 Fort Street, Victoria BC V8V 3K3 

tel. 250 - 356 - 0791 | fax 250-387-1696 

Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, used or copied by or to anyone else. If you receive this in 
error please contact the sender by return email and delete all copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Tuesday, August 27, 2019 2:36 PM
To: Tam, Steven [CORP]
Subject: RE: Question about Ontario and other

Hi Steven, 
 
I just got off phone with Risk. 

 I’ve apprised them of situation and Jodi will be speaking to Dean Chittock   
to assign someone to this. I forwarded the pertinent parts of the briefing note and offered my number if they 

need more details 
Communications would be Carrie Stefanson I would assume. 
 
When did you want to schedule this call? 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Tam, Steven [CORP]  
Sent: Tuesday, August 27, 2019 1:53 PM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario and other 
 
OK, thanks. We should also add Communications to the list of invitees. 
 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Tuesday, August 27, 2019 12:42 PM 
To: Tam, Steven [CORP] 
Subject: RE: Question about Ontario and other 
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3. I have contacted the Ontario Information and Privacy Commissioner’s office. I have yet to hear 
back regarding any information they may be able to offer related to this matter. 
 
The newspaper article you provided contained the following information: 

 It was the University Health Network (UHN) that was affected -> https://www.uhn.ca/ 
 Here is a link to the UHN privacy web page: 

https://www.uhn.ca/PatientsFamilies/Patient Safety Advocacy/Privacy 
 
However, I do not see the name or contact information published for the UHN Privacy Officer. Marc 
Toppings is listed as the Chief Legal Officer & Corporate Secretary in the UHN org chart. 
 
The Privacy page of the UHN website contains the following contact information: 
 
For more information about privacy at UHN, contact us at: 
Phone: 416 340 4800 ext. 6937 
Email: privacy@uhn.ca 
 
 
Jayne, thank you for your continued assistance with this matter. 
 
Best regards, 
 
Janice Charnstrom 
 
 
 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 3:43 PM 
To: Janice Charnstrom  
Subject: RE: Question about Ontario 
 
Hi Janice,  
 
Understood.  
Could I please ask the exact name of the healthcare authority and/or their privacy office contact? 
I’ll contact them this week. 
 
Many thanks,  
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
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jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for 
the common risks and limitations you should be aware of when communicating health information through 
email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, August 26, 2019 12:28 PM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario 
 
Hello Jayne, 
 
Thank you for the phone call and for providing the link to the news story. 
I spoke to one of the Senior Investigators in our office re: the Ontario response to a similar issue. We believe 
that the most effective approach to discovering how Ontario dealt with the issue is for you to reach out to 
Ontario health authorities for the information. The information does not have to come through me or this office. 
I will only be looking at the BC health authority response to the potential breach. 
 
Thank you for your attention and assistance with this matter. 
 
Best regards, 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 11:44 AM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: RE: Hello and please call me when you have a chance 
 
 
https://toronto.citynews.ca/2019/03/25/exclusive-patient-data-exposed-at-2-toronto-hospitals-privacy-
commissioner-investigating/ 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
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Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for 
the common risks and limitations you should be aware of when communicating health information through 
email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Friday, August 23, 2019 2:31 PM 
To: Kor, Jayne [CORP] 
Subject: Hello and please call me when you have a chance 
 
Hello Jayne Kor, 
 
My name is Janice. I am an OIPC Investigator. I left you a brief v/m on August 23rd shortly after 2pm. 
 
Please give me call when you get a chance – my direct line is listed below in my signature. 
 
If we do not connect today (Friday, August 23rd), I am back in the office on Monday, August 26th. 
 
Best regards, 
Janice 
 
Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 

Office of the Information and Privacy Commissioner for BC 

4th Floor, 947 Fort Street, Victoria BC V8V 3K3 

tel. 250 - 356 - 0791 | fax 250-387-1696 

Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 
This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, used or copied by or to anyone else. If you receive this in 
error please contact the sender by return email and delete all copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Wednesday, August 28, 2019 1:04 PM
To: Kor, Jayne [CORP]
Subject: RE: Response to Open Privacy/general questions for Legal on media communications

Hi Jayne; I’ve dialed in. Thx.  
 
_____________________________________________ 
From: Kor, Jayne [CORP]  
Sent: Wednesday, August 28, 2019 12:01 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie 
[CORP] <Carrie.Stefanson@vch.ca> 
Cc: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: RE: Response to Open Privacy/general questions for Legal on media communications 
 
 
 
Hi all, 
 
U19 Boardroom ‐ 601 Broadway has been reserved for this  
As well as T‐con 604‐681‐0455 (Vancouver Local Access)/ 1‐877‐291‐3022 (N. America Toll Free) Participant Code: 

 
 
Jayne 
 
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
-----Original Appointment----- 
From: Kon, Janina [VC]  
Sent: Wednesday, August 28, 2019 11:56 AM 
To: Kon, Janina [VC]; Loiacono, Catherine [CORP]; Stefanson, Carrie [CORP]; Kor, Jayne [CORP] 
Cc: Tam, Steven [CORP] 
Subject: Response to Open Privacy/general questions for Legal on media communications 
When: Wednesday, August 28, 2019 1:00 PM-1:30 PM (UTC-08:00) Pacific Time (US & Canada). 

s. 15
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Where: U19 Boardroom - 601 Broadway or on T-con 604-681-0455 (Vancouver Local Access)/ 1-877-291-3022 (N. 
America Toll Free) Participant Code:  
 
 
Carrie – your schedule is blocked off so I have picked a time that Catherine’s schedule shows availability. 
 
Jayne can you confirm meeting location and teleconference line if needed? 
 
I return from my next meeting just before 1pm 
Janina 
 
_____________________________________________ 
From: Kon, Janina [VC]  
Sent: Wednesday, August 28, 2019 11:53 AM 
To: Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; 
Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Cc: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: RE: Response to Open Privacy 
 
 
Hello All: 
 
I have revised the Open Privacy letter – please see the attached.    

 
 

 
I will send an invite for a call this afternoon to discuss the attached and any questions you may have for me about initial 
 media communications.   
Catherine – I will leave it to you as to whether you wish to attend or will leave things to Carrie. 
 
Regards, 
 
Janina 
 
 
 

From: Loiacono, Catherine [CORP]  
Sent: Wednesday, August 28, 2019 9:39 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Hi Janina, 
 
Thanks for sharing this and thanks for keeping us in the loop.   
 
Please let me know if we can help with another edit. 
 
Thanks, 
Catherine 
 
Catherine Loiacono 
Director of Public Affairs and Stakeholder Relations 

s. 15

s. 13, s. 14

s. 13, s. 14
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Vancouver Coastal Health Authority 
D: 604 708 5312  M: 604 313 5645 
E: Catherine.loiacono@vch.ca   
After-Hours: 604 202 2012 
 
   
 

From: Stefanson, Carrie [CORP]  
Sent: Tuesday, August 27, 2019 4:57 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca> 
Cc: Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Oh, no rush. I keep my director, Catherine looped in as well, as I know members of SET are quite interested in this. Will 
send her the correspondence to date. Thx.  
 

From: Kon, Janina [VC]  
Sent: Tuesday, August 27, 2019 4:56 PM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Thanks Carrie: 
 
I’ll review this before I leave today. 
 
Regards, 
 
Janina 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Tuesday, August 27, 2019 4:45 PM 
To: Tam, Steven [CORP]; Kor, Jayne [CORP] 
Cc: Kon, Janina [VC] 
Subject: RE: Response to Open Privacy 
 
Thanks for taking the lead on this, Janina.  
I had just finished some quick edits,   

  
You may not need this – but figured I would send it along anyway.  Thx.  
 

From: Tam, Steven [CORP]  
Sent: Tuesday, August 27, 2019 4:33 PM 
To: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kon, Janina [VC] <janina.kon@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Hi both, 
 

 

s. 13, s. 14
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While there is no evidence that this technology is being actively exploited for malicious purposes or identity 
theft within criminal forums on the internet. With additional media attention there is a higher likelihood that 
this could be leveraged by local criminals  
 

 
 

 

 In the interim, we will investigate the possibility of work‐flow changes;   
 

 We have apprised the OIPC of this situation and are working with them to ensure every feasible 
measure is taken to safeguard patient data. 

 VCH is contacting other health authorities to apprised them of this situation that they are also 
susceptible 

 VCH Privacy will work with our IT Security, Risk Management and Mobile Device Vendors on long term 
solutions and timelines 

 
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 

s. 13 s. 15
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Wednesday, August 28, 2019 3:40 PM
To: Loiacono, Catherine [CORP]; Kon, Janina [VC]; Stefanson, Carrie [CORP]; Kor, Jayne 

[CORP]
Cc: Nam, Daniel [CORP]
Subject: RE: Response to Open Privacy/general questions for Legal on media communications
Attachments: Briefing Note Paging system Broadcast - DRAFT2019Aug28.doc

Further to my email below,  . 
 
Steven 
 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 3:24 PM 
To: Loiacono, Catherine [CORP]  
Cc: Kon, Janina [VC] ; Stefanson, Carrie [CORP] ; Kor, Jayne [CORP]  
Subject: RE: Response to Open Privacy/general questions for Legal on media communications 

 
OK, here is shortened version. 
 
Steven 
 

From: Loiacono, Catherine [CORP]  
Sent: Wednesday, August 28, 2019 3:11 PM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Cc: Kon, Janina [VC] <janina.kon@vch.ca>; Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; Kor, Jayne [CORP] 
<Jayne.Kor@vch.ca> 
Subject: Re: Response to Open Privacy/general questions for Legal on media communications 

 
Is it possible to trim this by about a third?  

Sent from my iPhone 
 
On Aug 28, 2019, at 3:06 PM, Tam, Steven [CORP] <Steven.Tam@vch.ca> wrote: 

Thanks all.   
 

 
 
Do we still need a call this afternoon as Catherine has suggested? 
 
Steven 
 
_____________________________________________ 
From: Kon, Janina [VC]  
Sent: Wednesday, August 28, 2019 3:00 PM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca>; 

s. 13, s. 14
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Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: RE: Response to Open Privacy/general questions for Legal on media communications 
 
 
Hello All << File: Paging system ‐ Open Privacy letter ‐ ST2019Aug28.JK.docx >> : 
 

 – see attached. 
 
Janina 
 
 
_____________________________________________ 
From: Stefanson, Carrie [CORP]  
Sent: Wednesday, August 28, 2019 2:56 PM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, 
Catherine [CORP] <catherine.loiacono@vch.ca>; Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: RE: Response to Open Privacy/general questions for Legal on media communications 
 
 
Hi all;  
Looks good –   << File: VCH Paging_cs edits.docx >>  
 
_____________________________________________ 
From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 2:43 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; 
Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: RE: Response to Open Privacy/general questions for Legal on media communications 
 
 
Here is my proposed message to Open Privacy. Have I missed anything? I welcome any final thoughts. 
Thanks. 
<< File: Paging system ‐ Open Privacy letter ‐ ST2019Aug28.docx >>  
Steven 
 
‐‐‐‐‐Original Appointment‐‐‐‐‐ 
From: Kon, Janina [VC]  
Sent: Wednesday, August 28, 2019 11:56 AM 
To: Kon, Janina [VC]; Loiacono, Catherine [CORP]; Stefanson, Carrie [CORP]; Kor, Jayne [CORP] 
Cc: Tam, Steven [CORP] 
Subject: Response to Open Privacy/general questions for Legal on media communications 
When: Wednesday, August 28, 2019 1:00 PM‐1:30 PM (UTC‐08:00) Pacific Time (US & Canada). 
Where: Jayne Kor to confirm 
 
 
Carrie – your schedule is blocked off so I have picked a time that Catherine’s schedule shows availability. 
 
Jayne can you confirm meeting location and teleconference line if needed? 
 
I return from my next meeting just before 1pm 
Janina 
 

s. 13, s. 14
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_____________________________________________ 
From: Kon, Janina [VC]  
Sent: Wednesday, August 28, 2019 11:53 AM 
To: Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie [CORP] 
<Carrie.Stefanson@vch.ca>; Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Cc: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: RE: Response to Open Privacy 
 
 
Hello All: 
 
I have revised the Open Privacy letter – please see the attached

 
 

 
 
I will send an invite for a call this afternoon to discuss the attached and any questions you may have for 
me about initial media communications.  
Catherine – I will leave it to you as to whether you wish to attend or will leave things to Carrie. 
 
Regards, 
 
Janina 
 
 
 
From: Loiacono, Catherine [CORP]  
Sent: Wednesday, August 28, 2019 9:39 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Hi Janina, 
 
Thanks for sharing this and thanks for keeping us in the loop  

 
 
Please let me know if we can help with another edit. 
 
Thanks, 
Catherine 
 
Catherine Loiacono 
Director of Public Affairs and Stakeholder Relations 
Vancouver Coastal Health Authority 
D: 604 708 5312 M: 604 313 5645 
E: Catherine.loiacono@vch.ca  
After-Hours: 604 202 2012 
 
 
 
From: Stefanson, Carrie [CORP]  
Sent: Tuesday, August 27, 2019 4:57 PM 
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To: Kon, Janina [VC] <janina.kon@vch.ca> 
Cc: Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Oh, no rush. I keep my director, Catherine looped in as well, as I know members of SET are quite 
interested in this. Will send her the correspondence to date. Thx.  
 
From: Kon, Janina [VC]  
Sent: Tuesday, August 27, 2019 4:56 PM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Thanks Carrie: 
 
I’ll review this before I leave today. 
 
Regards, 
 
Janina 
 
 
From: Stefanson, Carrie [CORP]  
Sent: Tuesday, August 27, 2019 4:45 PM 
To: Tam, Steven [CORP]; Kor, Jayne [CORP] 
Cc: Kon, Janina [VC] 
Subject: RE: Response to Open Privacy 
 
Thanks for taking the lead on this, Janina.  
I had just finished some quick edits,   

  
You may not need this – but figured I would send it along anyway. Thx.  
 
From: Tam, Steven [CORP]  
Sent: Tuesday, August 27, 2019 4:33 PM 
To: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kon, Janina [VC] <janina.kon@vch.ca> 
Subject: RE: Response to Open Privacy 
 
Hi both, 
 

 
 

 
 

 

 
 
Thanks. 
 
Steven 
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 In the interim, we will investigate the possibility of work‐flow changes;  
  

 We have apprised the OIPC of this situation and are working with them to ensure every feasible 
measure is taken to safeguard patient data. 

 VCH is contacting other health authorities to apprised them of this situation that they are also 
susceptible 

 VCH Privacy will work with our IT Security, Risk Management and Mobile Device Vendors on 
long term solutions and timelines 

 
 
<< OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or 
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐
40000.pdf for the common risks and limitations you should be aware of when communicating health 
information through email or text.  
 
 
 
 

 

s. 13 s. 15



From: Kor, Jayne [CORP]
To: Hamilton, Seana-Lee
Subject: Briefing Note DRAFT 6 - and hopefully final
Date: Tuesday, August 27, 2019 3:53:25 PM
Attachments: Briefing Note Paging system Broadcast DRAFT 6.doc

image002.png
Importance: High

Hi Seana-Lee,
The briefing note is sitting with my director Steven Tam .
Meanwhile, I opened up a file with OIPC (F19-80246)
The investigator, Janice Charnstrom asked:
Hello Jayne,
1. I have further discussed the matter with the Acting Director of Investigations and Deputy
Commissioner in our office. In an attempt to address the matter efficiently and effectively
with potential health authorities – would you be willing to reach out to other BC health
authorities that use this technology and encourage them to submit breach reports to the
OIPC? They would use the breach reporting form on our website – as you did. I have
included the link below.
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/
Thank you!

Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
601 West Broadway
Vancouver, BC V5Z 4C2
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

s. 13, s. 14



From: Kor, Jayne [CORP]
To: Chilton, Cindy [VA]
Subject: RE: Briefing Note DRAFT 6 - and hopefully final
Date: Tuesday, August 27, 2019 4:12:56 PM
Attachments: image002.png

image003.jpg
image004.jpg

Hi Cindy,
It will likely have a t-con option for those who cannot attend in person.
As to frequency, I just asked Steven when he would like to schedule it and am waiting on response
so I can’t currently comment –I’ll let you know as soon as I do.
Thanks

Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
601 West Broadway
Vancouver, BC V5Z 4C2
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Chilton, Cindy [VA] 
Sent: Tuesday, August 27, 2019 4:09 PM
To: Kor, Jayne [CORP]
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Hi Jayne – can you give me a sense of how often you anticipate these meetings will take place, over
what period of time (ie for the next how many months?) and will attendance need to be in person or
is t-con going to be an option? I will then bring forward to Dean C with that info.

Thx, Cindy
Cindy Chilton
VA Dept of Medical Affairs
Executive Assistant to Dr. Dean Chittock,
VP Medicine, Quality & Safety & Executive Sponsor RSEC, VCH
& Senior Medical Director, VA and
Dr. Bill Henderson, Medical Site Lead, UBCH, VA
117 - LBP1 - 855 West12th Avenue
Vancouver, BC V5Z 1M9
PHONE: 604-875-5465
FAX: 604-875-5701
EMAIL: cindy.chilton@vch.ca
The content of this e-mail, including any attachments, is confidential and may be privileged. Any unauthorized copying or distribution is
strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. Thank you.

From: Hooper, Jodi [VC] 
Sent: Tuesday, August 27, 2019 2:58 PM
To: Chittock, Dean [VA]
Cc: Chilton, Cindy [VA]; Kor, Jayne [CORP]; Dvorak, Marcel [VA]



Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Dean,
I took a call relating to a Regional Risk issue today from Jayne in Privacy. She is requesting Regional
Risk presence to attend meetings with Privacy, IMITS, Paging and Mobile Devices to create
workflows and work toward a resolution to the issue.
The issue is summarized in the attached briefing note but basically there is accessible hardware that
when dialed it to the correct frequency, can access health care paging systems. PHSA, Providence
and FHA have been alerted as well as the OIPC. This briefing note is specific to VA but Steven Tam is
going to update to make it a wider scope (thread below).
Please let me know if this is something you would like VA Risk to take on in .
Thanks,
Jodi
Jodi Hooper, MSW RSW
Director - Client Relations & Risk Management
Medical Affairs, Vancouver Acute
LBP 380-855 West 12th Ave
Vancouver, BC V5Z 1M9
Office: 604.875.4111 ext. 68458
Fax: 604.875.5545 // E-Mail: Jodi.Hooper@vch.ca
I acknowledge that I work on the unceded homelands of the Coast Salish nations.
There is no guarantee that VCH will receive and/or be able to respond to your emails in a timely manner so you should
not rely on emails in urgent/emergent situations.
Emails could include personal information, which will be at risk if the email system is compromised. Your personal
information may be stored outside of Canada by your email provider and will be subject to the laws of that jurisdiction.
This e-mail message and any attachments thereto are intended solely for the use of the individual or entity to whom it is
addressed and contains information that is confidential and may be privileged and exempt from disclosure. Any
distribution, copying or disclosure is strictly prohibited. If you have received this e-mail in error, please notify the sender
immediately by return email and delete the message unread without making any copies.

P Please consider the environment before printing this email. Thank you.

From: Kor, Jayne [CORP] 
Sent: Tuesday, August 27, 2019 2:28 PM
To: Hooper, Jodi [VC]
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Jodi,
The briefing note is sitting with my director Steven Tam 

 We probably need to organize a call that
includes affected stakeholders: Privacy/Legal, IMITS Security, CMS, Risk Mgmt and Mobile Device
(Mike Ashe) Team as well as Communications.

Jayne Kor 
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Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
601 West Broadway
Vancouver, BC V5Z 4C2
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Kor, Jayne [CORP] 
Sent: Friday, August 23, 2019 9:37 AM
To: Bayne, James; Tam, Steven [CORP]
Cc: Stefanson, Carrie [CORP]; Kocurek, Brad
Subject: RE: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Thank you James!
Here is the version you edited.

Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
601 West Broadway
Vancouver, BC V5Z 4C2
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Bayne, James 
Sent: Thursday, August 22, 2019 11:26 PM
To: Kor, Jayne [CORP]; Tam, Steven [CORP]
Cc: Stefanson, Carrie [CORP]; Kocurek, Brad
Subject: Re: Briefing Note DRAFT 5 - and hopefully final
Hello,
I have made some adjustments to the technical section, hope it flows well…tracked changes are on.
I am also including a source documents that speak to the issue, not sure if you want to attach as
supplemental material or not for this use. The Flashpoint research is internal only.
James

s. 13





From: Griesdale, Donald [VA]
To: Tam, Steven [CORP]; Hooper, Jodi [VC]; Muniak, Allison [CORP]; Chittock, Dean [VA]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: Re: Briefing Note DRAFT 6 - and hopefully final
Date: Monday, September 09, 2019 11:07:04 AM
Attachments: image001.jpg

image002.jpg

Thanks Steven and Jodi!

Don

___________________________
Donald E G Griesdale MD MPH 
Associate Vice President of Medicine, Quality & Safety
Vancouver Coastal Health

CONFIDENTIALITY STATEMENT – The contents of this email, including its attachment, are intended for the exclusive
use of the recipient(s) and may contain confidential or privileged information. If you are not the intended recipient,
you are strictly prohibited from reading, using, disclosing, copying, or distributing this email or any of its content. If
you received this email in error, please notify the sender by reply email immediately and permanently delete this
email and its attachment, along with any copies thereof.

From: Tam, Steven [CORP]
Sent: Monday, September 9, 2019 10:56 AM
To: Hooper, Jodi [VC]; Griesdale, Donald [VA]; Muniak, Allison [CORP]; Chittock, Dean [VA]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: RE: Briefing Note DRAFT 6 - and hopefully final
Hi all,
This was the BN that went to SET last week. 

Steven

From: Hooper, Jodi [VC] 
Sent: Monday, September 09, 2019 10:47 AM
To: Griesdale, Donald [VA] ; Muniak, Allison [CORP] ; Chittock, Dean [VA] 
Cc: Kor, Jayne [CORP] ; Tam, Steven [CORP] 
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi all,
Don let me know that there was further attention about this over the weekend. Looping he and Allie
in so they know Privacy is aware and handling. See attached briefing note.
Jodi

From: Hooper, Jodi [VC] 
Sent: Tuesday, August 27, 2019 2:58 PM
To: Chittock, Dean [VA]
Cc: Chilton, Cindy [VA]; Kor, Jayne [CORP]; Dvorak, Marcel [VA]

s. 13 s. 15, s. 14



Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Dean,
I took a call relating to a Regional Risk issue today from Jayne in Privacy. She is requesting Regional
Risk presence to attend meetings with Privacy, IMITS, Paging and Mobile Devices to create
workflows and work toward a resolution to the issue.
The issue is summarized in the attached briefing note but basically there is accessible hardware that
when dialed it to the correct frequency, can access health care paging systems. PHSA, Providence
and FHA have been alerted as well as the OIPC. This briefing note is specific to VA but Steven Tam is
going to update to make it a wider scope (thread below).
Please let me know if this is something you would like VA Risk to take on in .
Thanks,
Jodi
Jodi Hooper, MSW RSW
Director - Client Relations & Risk Management
Medical Affairs, Vancouver Acute

LBP 380-855 West 12th Ave
Vancouver, BC V5Z 1M9
Office: 604.875.4111 ext. 68458
Fax: 604.875.5545 // E-Mail: Jodi.Hooper@vch.ca
I acknowledge that I work on the unceded homelands of the Coast Salish nations.
There is no guarantee that VCH will receive and/or be able to respond to your emails in a timely manner so you
should not rely on emails in urgent/emergent situations.
Emails could include personal information, which will be at risk if the email system is compromised. Your personal
information may be stored outside of Canada by your email provider and will be subject to the laws of that
jurisdiction. This e-mail message and any attachments thereto are intended solely for the use of the individual or
entity to whom it is addressed and contains information that is confidential and may be privileged and exempt from
disclosure. Any distribution, copying or disclosure is strictly prohibited. If you have received this e-mail in error,
please notify the sender immediately by return email and delete the message unread without making any copies.

P Please consider the environment before printing this email. Thank you.

From: Kor, Jayne [CORP] 
Sent: Tuesday, August 27, 2019 2:28 PM
To: Hooper, Jodi [VC]
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Jodi,
The briefing note is sitting with my director Steven Tam 

 We probably need to organize a call that
includes affected stakeholders: Privacy/Legal, IMITS Security, CMS, Risk Mgmt and Mobile Device
(Mike Ashe) Team as well as Communications.
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jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is
strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail.

Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Bayne, James 
Sent: Thursday, August 22, 2019 11:26 PM
To: Kor, Jayne [CORP]; Tam, Steven [CORP]
Cc: Stefanson, Carrie [CORP]; Kocurek, Brad
Subject: Re: Briefing Note DRAFT 5 - and hopefully final
Hello,
I have made some adjustments to the technical section, hope it flows well…tracked changes are on.
I am also including a source documents that speak to the issue, not sure if you want to attach as
supplemental material or not for this use. The Flashpoint research is internal only.
James

From: "Kor, Jayne [CORP]" <Jayne.Kor@vch.ca>
Date: Thursday, August 22, 2019 at 3:08 PM
To: Steven Tam <Steven.Tam@vch.ca>
Cc: James Bayne <James.Bayne@phsa.ca>, "Stefanson, Carrie [CORP]"
<Carrie.Stefanson@vch.ca>
Subject: Briefing Note DRAFT 5 - and hopefully final
Hi Steven,
As promised, the simply worded document with the changes we discussed.

I’ve also copied James and Carrie.
Thank you!

Jayne Kor 
Privacy Advisor, Information Privacy Office

Vancouver Coastal Health 
1108 – 601 West Broadway
Vancouver, BC V5Z 4C2
604-875-4925 Phone
604-369-9126 Mobile
604-875-5374 Fax

s. 13



jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is
strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail.

Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.



From: Tam, Steven [CORP]
To: Muniak, Allison [CORP]; Hooper, Jodi [VC]; Griesdale, Donald [VA]; Chittock, Dean [VA]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: RE: Briefing Note DRAFT 6 - and hopefully final
Date: Monday, September 09, 2019 11:22:25 AM
Attachments: image001.jpg

image002.jpg

Hi Allison,

Steven

From: Muniak, Allison [CORP] 
Sent: Monday, September 09, 2019 11:16 AM
To: Tam, Steven [CORP] ; Hooper, Jodi [VC] ; Griesdale, Donald [VA] ; Chittock, Dean [VA] 
Cc: Kor, Jayne [CORP] ; Nam, Daniel [CORP] 
Subject: Re: Briefing Note DRAFT 6 - and hopefully final
Hi All,

Please let me know how Don and I can help,
Allison

From: Tam, Steven [CORP]
Sent: September 9, 2019 10:56 AM
To: Hooper, Jodi [VC]; Griesdale, Donald [VA]; Muniak, Allison [CORP]; Chittock, Dean [VA]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: RE: Briefing Note DRAFT 6 - and hopefully final
Hi all,
This was the BN that went to SET last week. 

Steven

From: Hooper, Jodi [VC] 
Sent: Monday, September 09, 2019 10:47 AM
To: Griesdale, Donald [VA] <Donald.Griesdale@vch.ca>; Muniak, Allison [CORP]
<Allison.Muniak@vch.ca>; Chittock, Dean [VA] <Dean.Chittock@vch.ca>
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca>
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High

s. 13 s. 15, s. 14

s. 13 s. 15, s. 14

s. 13 s. 15, s. 14



Hi all,
Don let me know that there was further attention about this over the weekend. Looping he and Allie
in so they know Privacy is aware and handling. See attached briefing note.
Jodi

From: Hooper, Jodi [VC] 
Sent: Tuesday, August 27, 2019 2:58 PM
To: Chittock, Dean [VA]
Cc: Chilton, Cindy [VA]; Kor, Jayne [CORP]; Dvorak, Marcel [VA]
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Dean,
I took a call relating to a Regional Risk issue today from Jayne in Privacy. She is requesting Regional
Risk presence to attend meetings with Privacy, IMITS, Paging and Mobile Devices to create
workflows and work toward a resolution to the issue.
The issue is summarized in the attached briefing note but basically there is accessible hardware that
when dialed it to the correct frequency, can access health care paging systems. PHSA, Providence
and FHA have been alerted as well as the OIPC. This briefing note is specific to VA but Steven Tam is
going to update to make it a wider scope (thread below).
Please let me know if this is something you would like VA Risk to take on in .
Thanks,
Jodi
Jodi Hooper, MSW RSW
Director - Client Relations & Risk Management
Medical Affairs, Vancouver Acute
LBP 380-855 West 12th Ave
Vancouver, BC V5Z 1M9
Office: 604.875.4111 ext. 68458
Fax: 604.875.5545 // E-Mail: Jodi.Hooper@vch.ca
I acknowledge that I work on the unceded homelands of the Coast Salish nations.
There is no guarantee that VCH will receive and/or be able to respond to your emails in a timely manner so you should
not rely on emails in urgent/emergent situations.
Emails could include personal information, which will be at risk if the email system is compromised. Your personal
information may be stored outside of Canada by your email provider and will be subject to the laws of that jurisdiction.
This e-mail message and any attachments thereto are intended solely for the use of the individual or entity to whom it is
addressed and contains information that is confidential and may be privileged and exempt from disclosure. Any
distribution, copying or disclosure is strictly prohibited. If you have received this e-mail in error, please notify the sender
immediately by return email and delete the message unread without making any copies.

P Please consider the environment before printing this email. Thank you.

From: Kor, Jayne [CORP] 
Sent: Tuesday, August 27, 2019 2:28 PM
To: Hooper, Jodi [VC]
Subject: FW: Briefing Note DRAFT 6 - and hopefully final
Importance: High
Hi Jodi,
The briefing note is sitting with my director Steven Tam 

 We probably need to organize a call that
includes affected stakeholders: Privacy/Legal, IMITS Security, CMS, Risk Mgmt and Mobile Device
(Mike Ashe) Team as well as Communications.
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The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Bayne, James 
Sent: Thursday, August 22, 2019 11:26 PM
To: Kor, Jayne [CORP]; Tam, Steven [CORP]
Cc: Stefanson, Carrie [CORP]; Kocurek, Brad
Subject: Re: Briefing Note DRAFT 5 - and hopefully final
Hello,
I have made some adjustments to the technical section, hope it flows well…tracked changes are on.
I am also including a source documents that speak to the issue, not sure if you want to attach as
supplemental material or not for this use. The Flashpoint research is internal only.
James

From: "Kor, Jayne [CORP]" <Jayne.Kor@vch.ca>
Date: Thursday, August 22, 2019 at 3:08 PM
To: Steven Tam <Steven.Tam@vch.ca>
Cc: James Bayne <James.Bayne@phsa.ca>, "Stefanson, Carrie [CORP]"
<Carrie.Stefanson@vch.ca>
Subject: Briefing Note DRAFT 5 - and hopefully final
Hi Steven,
As promised, the simply worded document with the changes we discussed.

I’ve also copied James and Carrie.
Thank you!

Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
1108 – 601 West Broadway
Vancouver, BC V5Z 4C2
604-875-4925 Phone
604-369-9126 Mobile
604-875-5374 Fax
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.

s. 13



Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.
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Donnett, Melissa [CORP]

From: Janice Charnstrom <JCharnstrom@oipc.bc.ca>
Sent: Wednesday, August 28, 2019 10:09 AM
To: Kor, Jayne [CORP]
Subject: RE: Question about Ontario and other

Good morning, Jayne, 
 
I heard back from the Ontario Information and Privacy Commissioner’s office. Unfortunately, they did not have any 
further information to offer as the health authority matter was resolved informally at their intake stage and there was 
no information publicized on it. 
 
Can you please let me know what steps VCHA is taking toward containment of individuals’ personal information at this 
stage? (for example and as an interim measure : limiting the amount of patient personal information contained in any 
digital pager transmissions). 
 
Thank you, Jayne. 
 
Best regards, 
Janice 
 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Tuesday, August 27, 2019 1:34 PM 
To: Janice Charnstrom  
Subject: RE: Question about Ontario and other 
 
Hi Janice, 
 
Much appreciated. 
 
I’m sorry I don’t know the timeline but will update as soon as I have any info. 
 
Cheers,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
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The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Tuesday, August 27, 2019 11:45 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario and other 
 
Thank you for confirming, Jayne. 
I will let you know if I receive any useful information from Ontario IPC. 
 
Do you have any idea approximately when the “consolidated response” may be ready? 
 
Best regards,  
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Tuesday, August 27, 2019 11:31 AM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: RE: Question about Ontario and other 
 
Hi Janice,  
 
Thank you so much!  
I'll follow up with Ontario.  
I'm calling FHA today in any case and will start reaching out to other authorities.  
I've also made Steven aware of this.  
 
Cheers,  
 
Jayne  
 
Sent from Workspace ONE Boxer  
 
On Aug. 27, 2019 9:24 a.m., Janice Charnstrom <JCharnstrom@oipc.bc.ca> wrote:  

 
Hello Jayne, 
 
1. I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. 
In an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing 
to reach out to other BC health authorities that use this technology and encourage them to submit breach reports to 
the OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
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2. With regard to this particular file ‐ I realize there are competing priorities; however, I would like to strongly 
emphasize the importance of containment of any patient personal information at this stage. Please do not delay 
providing me with information related to containment efforts as soon as you can. 
 
Also, if the VCH Director, Steven Tam, would find it helpful to reach out to our office’s Deputy Commissioner 
(Investigations) – her name is oline Twiss – she can be reached at otwiss@oipc.bc.ca or (250) 953 – 4138. 
 
3. I have contacted the Ontario Information and Privacy Commissioner’s office. I have yet to hear back regarding any 
information they may be able to offer related to this matter. 
 
The newspaper article you provided contained the following information: 

 It was the University Health Network (UHN) that was affected ‐> https://www.uhn.ca/  
 Here is a link to the UHN privacy web page:  

https://www.uhn.ca/PatientsFamilies/Patient Safety Advocacy/Privacy 
 
However, I do not see the name or contact information published for the UHN Privacy Officer. Marc Toppings is listed 
as the Chief Legal Officer & Corporate Secretary in the UHN org chart. 
 
The Privacy page of the UHN website contains the following contact information: 
 
For more information about privacy at UHN, contact us at: 
Phone: 416 340 4800 ext. 6937 
Email: privacy@uhn.ca 
 
 
Jayne, thank you for your continued assistance with this matter. 
 
Best regards, 
 
Janice Charnstrom 
 
 
 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 3:43 PM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: RE: Question about Ontario 
 
Hi Janice,  
 
Understood.  
Could I please ask the exact name of the healthcare authority and/or their privacy office contact? 
I’ll contact them this week. 
 
Many thanks,  
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, August 26, 2019 12:28 PM 
To: Kor, Jayne [CORP] 
Subject: RE: Question about Ontario 
 
Hello Jayne, 
 
Thank you for the phone call and for providing the link to the news story. 
I spoke to one of the Senior Investigators in our office re: the Ontario response to a similar issue. We believe that the 
most effective approach to discovering how Ontario dealt with the issue is for you to reach out to Ontario health 
authorities for the information. The information does not have to come through me or this office. I will only be looking 
at the BC health authority response to the potential breach. 
 
Thank you for your attention and assistance with this matter. 
 
Best regards, 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Monday, August 26, 2019 11:44 AM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: RE: Hello and please call me when you have a chance 
 
 
https://toronto.citynews.ca/2019/03/25/exclusive‐patient‐data‐exposed‐at‐2‐toronto‐hospitals‐privacy‐commissioner‐
investigating/ 
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Friday, August 23, 2019 2:31 PM 
To: Kor, Jayne [CORP] 
Subject: Hello and please call me when you have a chance 
 
Hello Jayne Kor, 
 
My name is Janice. I am an OIPC Investigator. I left you a brief v/m on August 23rd shortly after 2pm. 
 
Please give me call when you get a chance – my direct line is listed below in my signature. 
 
If we do not connect today (Friday, August 23rd), I am back in the office on Monday, August 26th. 
 
Best regards, 
Janice 
 

Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 
Office of the Information and Privacy Commissioner for BC 
4th Floor, 947 Fort Street, Victoria BC V8V 3K3 
tel. 250 ‐ 356 ‐ 0791 | fax 250‐387‐1696 
Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 
This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, 
used or copied by or to anyone else. If you receive this in error please contact the sender by return email and delete all 
copies of this email and any attachments. 

 



1

Donnett, Melissa [CORP]

From: Seeman, Susan [VA]
Sent: Wednesday, August 28, 2019 9:46 AM
To: Kor, Jayne [CORP]
Cc: Loo, Cindy [CORP]; Tam, Steven [CORP]; Muniak, Allison [CORP]
Subject: Re: VGH paging system BN

 

 
 
Thanks 
Susan 

Sent from my iPhone 
 
On Aug 28, 2019, at 9:32 AM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Hi Susan, Cindy, 
 

 

 
Having apprised OIPC of this matter [File F19–80246] , the Commissioner’s investigator has responded 
with: 

 

Please feel free to contact me if you have any questions or if I can support, 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any 
unauthorized copying or distribution is strictly prohibited. If you receive this e‐mail in error, please 
contact the sender immediately and delete this e‐mail. 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐
40000.pdf for the common risks and limitations you should be aware of when communicating health 
information through email or text.  

From: Chiang, Charlene [CORP]  
Sent: Monday, August 26, 2019 2:45 PM 
To: Tam, Steven [CORP]; Kor, Jayne [CORP] 
Subject: VGH paging system BN 
Hi Steven, Jayne, 
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A friendly follow‐up on the paging system BN and our call with the VA ops team. Steven – you weren’t 
on the call but below is a summary of actions. Let me know if you want a quick debrief from me or 
Jayne. 
Take‐aways from the meeting today: 

 Steven is leading on developing the BN to go to SET next Tuesday   
 

 IMITS to feed into the BN with potential IT solutions, rough estimates and considerations 
(Rick/Cathy) 

 Patient identifiers –  
 (Susan/Cindy) 

 OIPOBC response and update needed (Jayne) 
 Media response and update needed (Carrie) 

Board Chair Penny is interested in our potential solutions and next steps – I will keep her informed. 
Thanks, 
Charlene 
Charlene Chiang 
Vice President, Communications and Strategic Partnerships 
Vancouver Coastal Health  
charlene.chiang@vch.ca 
D. 604 708 5280 | M. 604 805 1786 

s. 13
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Wednesday, August 28, 2019 9:14 AM
To: Bayne, James; Ashe, Mike; Chahal, Mickey [PHSA]
Cc: Taherzadeh, Sara; Kor, Jayne [CORP]; Nam, Daniel [CORP]; Kon, Janina [VC]
Subject: RE: Security vulnerability re pagers

Hi James/Mike: 
 

 
 

 
 
Thanks. 
 
Steven 
 

From: Bayne, James  
Sent: Wednesday, August 28, 2019 8:55 AM 
To: Ashe, Mike ; Tam, Steven [CORP] ; Chahal, Mickey [PHSA]  
Cc: Taherzadeh, Sara  
Subject: RE: Security vulnerability re pagers 
 
Hi Mike

 
 

 
James 
 

From: Ashe, Mike <mike.ashe@phsa.ca>  
Sent: Wednesday, August 28, 2019 8:10 AM 
To: Bayne, James <James.Bayne@phsa.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca>; Chahal, Mickey [PHSA] 
<mickey.chahal@phsa.ca> 
Cc: Taherzadeh, Sara <sara.taherzadeh2@phsa.ca> 
Subject: RE: Security vulnerability re pagers 
 
Hi James, 
 

 
 

 
 

 

 

 
 
Thoughts? 
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Thanks, 
 
Mike 
 
 
 
Mike Ashe 
FHA and VPP Program Lead, Infrastructure Assessment & Baseline Program 
Program Manager, VPP Mobility Program, Technology Alignment Portfolio 
 
Provincial Health Services Authority 
1795 Willingdon Avenue  
Burnaby, BC V5C 6E3 Canada 
M: (604)‐738‐1092 
E: mike.ashe@phsa.ca 

 

From: Bayne, James  
Sent: Tuesday, August 27, 2019 6:33 PM 
To: Tam, Steven [CORP]; Chahal, Mickey [PHSA]; Ashe, Mike 
Cc: Taherzadeh, Sara 
Subject: Re: Security vulnerability re pagers 
 
Hi Steven, 
 

 

 
 

 
James 
 

From: Steven Tam <Steven.Tam@vch.ca> 
Date: Tuesday, August 27, 2019 at 11:42 AM 
To: "Chahal, Mickey [PHSA]" <mickey.chahal@phsa.ca>, "Ashe, Mike" <mike.ashe@phsa.ca> 
Cc: "Taherzadeh, Sara" <sara.taherzadeh2@phsa.ca>, James Bayne <James.Bayne@phsa.ca> 
Subject: Security vulnerability re pagers 
 
Hi Mike/Mickey: 
 

 

 
 

 

 
Thanks. 

s. 13 s. 15, s. 14
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Steven 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Wednesday, August 28, 2019 4:25 PM
To: 'sarah@openprivacy.ca'
Cc: Kor, Jayne [CORP]
Subject: Privacy/Security re Paging Systems

Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Wednesday, August 28, 2019 4:32 PM
To: Kon, Janina [VC]; Loiacono, Catherine [CORP]; Stefanson, Carrie [CORP]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: FW: Privacy/Security re Paging Systems

FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca'  
Cc: Kor, Jayne [CORP]  
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
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Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Palmer, Catherine
Sent: Thursday, August 29, 2019 8:19 AM
To: Bayne, James; Kor, Jayne [CORP]
Cc: Seeman, Susan [VA]; Chittock, Dean [VA]; Muniak, Allison [CORP]; Reyes-Metcalfe, 

Judith; Ashe, Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick
Subject: RE: VGH paging system: Patient details being broadcast over radio

 

 
Cathy Palmer 
Manager, Acute & Ambulatory Information Systems, IMITS 

1885 W. Broadway St. Vancouver, BC, V6J 1Y5 
Phone: 604-675-3939 ext. 21546 
Mobile: 604-785-6171 
Email: Catherine.palmer@phsa.ca 
 

 
 

From: Bayne, James  
Sent: Thursday, August 29, 2019 8:12 AM 
To: Kor, Jayne [CORP]  
Cc: Seeman, Susan [VA] ; Chittock, Dean [VA] ; Muniak, Allison [CORP] ; Reyes‐Metcalfe, Judith ; Ashe, Mike ; Tam, 
Steven [CORP] ; Kon, Janina [VC] ; Le, Rick ; Palmer, Catherine  
Subject: Re: VGH paging system: Patient details being broadcast over radio 

 
I have also reached out to my counterparts in security so they should be looking into the issue. 

James 
 
On Aug 29, 2019, at 8:10 AM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Hi Susan, 
 

 
 

 
Thanks,  
 
 
 

  m   
     m  

  m  
m    

V      
     

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
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Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or 
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐
40000.pdf for the common risks and limitations you should be aware of when communicating health 
information through email or text.  
 
 
 
 
_____________________________________________ 
From: Seeman, Susan [VA]  
Sent: Thursday, August 29, 2019 8:03 AM 
To: Kor, Jayne [CORP]; Chittock, Dean [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes-Metcalfe, 
Judith; Ashe, Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Cc: Palmer, Catherine 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
Importance: High 
 
 
Hi all, 
 

 

 
 
Thanks, 
Susan 
 
-----Original Appointment----- 
From: Kor, Jayne [CORP]  
Sent: Wednesday, August 28, 2019 2:27 PM 
To: Chittock, Dean [VA]; Seeman, Susan [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes-Metcalfe, 
Judith; Ashe, Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Subject: VGH paging system: Patient details being broadcast over radio 
When: Friday, August 30, 2019 10:00 AM-10:30 AM (UTC-08:00) Pacific Time (US & Canada). 
Where: U19 Boardroom - 601 Broadway or on T-con 604-681-0455 (Vancouver Local Access)/ 1-877-
291-3022 (N. America Toll Free) Participant Code:  
Importance: High 
 
 
Hello all, 
 
Apologies for the short notice but Steven Tam and I were hoping to schedule a quick chat about this 
issue of paging info being intercepted before the weekend. 
This timeslot has the least conflicts.  
 
Particularly,  
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Regards,  
 
<< File: Briefing Note Paging system Broadcast.pdf >>  
 
<< OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925 Phone 
jayne.kor@vch.ca 
http://www.vch.ca 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or 
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐
40000.pdf for the common risks and limitations you should be aware of when communicating health 
information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 29, 2019 8:46 AM
To: Lake, Dawn [PHSA]; Kollman, Jessica
Subject: FW: Pager System Vulnerability
Attachments: Briefing Note Pager Vulnerability Other HAs.pdf

Importance: High

Hi Jess, Dawn, 
 
So sorry… I just realized you weren’t on the list of contacts you sent…. 
BTW: as mentioned in our last call, please use this version and do not share the previous version of the briefing note I 
sent (it has metrics not be released externally) 
 
Thanks! 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
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Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 29, 2019 8:46 AM
To: Scott, Janet [PH] [Privacy]
Subject: FW: Pager System Vulnerability
Attachments: Briefing Note Pager Vulnerability Other HAs.pdf

Importance: High

Morning Janet,  
 
BTW: please use this version and do not share the previous version of the briefing note I sent (it has metrics not be 
released externally) 
 
Thanks! 
 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
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We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 29, 2019 10:41 AM
To: 'Janice Charnstrom'
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability

Thank you!!! 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Thursday, August 29, 2019 10:28 AM 
To: Kor, Jayne [CORP] 
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability 
 
Hello Jayne, 
 
I am emailing to confirm that I have double‐deleted your original email with the briefing note attached. 
 
Thanks, 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Thursday, August 29, 2019 9:45 AM 
To: Janice Charnstrom  
Subject: PLEASE DELETE RE: Pager System Vulnerability 
 
I apologize 
In my rush to send this, I did not properly omit enough VCH specific details. 
 
PLEASE DELETE THIS EMAIL – I WILL RESEND 
 
Again, I apologize for the mix up 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
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Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:49 AM 
To: 'Janice Charnstrom' 
Subject: FW: Pager System Vulnerability 
Importance: High 
 
Morning Janice,  
 
As promised, here’s the briefing note along with what I have sent to other health authorities. 
 
Cheers,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
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I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Thursday, August 29, 2019 9:37 AM
To: Kor, Jayne [CORP]
Subject: RE: Pager System Vulnerability

 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Thursday, August 29, 2019 9:33 AM 
To: Kor, Jayne [CORP]  
Subject: RE: Pager System Vulnerability 
 

 

 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 9:28 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: FW: Pager System Vulnerability 
Importance: High 
 
 
Hi Steven,  
 
Just for your records, here’s what was sent to the other HAs 
 
OIPC also received this version 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  

s. 13, s. 14, s. 22

s. 13
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From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Geistlinger, Dan <Dan.Geistlinger@interiorhealth.ca>
Sent: Thursday, August 29, 2019 9:47 AM
To: Kor, Jayne [CORP]
Cc: Yip, Tony; Furey, Christopher; Otto, Andie
Subject: RE: PLEASE DELETE! RE: Pager System Vulnerability

Hi Jayne, 
 

  

 

 
Thanks, 
Dan 
 
DAN GEISTLINGER 
Manager Information Security, IMIT 
dan.geistlinger@interiorhealth.ca 
250‐469‐7070 x13887 | 250‐215‐4065 Cell  
Interior Health – Every person matters 
 
The contents of this e‐mail, including its attachments, are intended for the exclusive use of the recipient and may 
contain 
confidential or privileged information. If you are not the intended recipient and received this in error, you are notified 
that 
taking any action in reliance on the contents of this information is strictly prohibited. Please notify the sender by reply 
e‐mail immediately and permanently delete this e‐mail and its attachments, along with any copies thereof. 
 

From: Kor, Jayne [CORP]  
Sent: 2019‐08‐29 9:45 AM 
To: Eliopoulos, John ; Kenner, Joni [NHA] ; Scott, Janet [PH] [Privacy] ; Otto, Andie ; Tesoro, Joseph [PHSA] ; 
'margaret.lee@fnha.ca'; 'Hannah, Heather' ; 'White, Zachary R HLTH:EX' ; 'Rhoda Reginald' ; Geistlinger, Dan ; Gage, 
Stephen ; Dupuis, Kelsey ; Lake, Dawn [PHSA] [PHSA] ; Kollman, Jessica [PHSA]  
Subject: PLEASE DELETE! RE:   
Importance: High 
 
 
I apologize 

 
 
PLEASE DELETE THIS EMAIL – I WILL RESEND 
 
Again, I apologize for the mix up 
 

s. 13

s. 13

s. 13



2

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Margaret Lee <Margaret.Lee@fnha.ca>
Sent: Thursday, August 29, 2019 9:50 AM
To: Kor, Jayne [CORP]
Subject: RE: PLEASE DELETE! RE: Pager System Vulnerability

Hi Jayne, 
 
This is to confirm I’ve deleted the email from both my inbox and deleted inbox.  
 
Thank you, 
 
Margaret Lee 
Privacy Analyst 
First Nations Health Authority 
Phone: 604.693.6710| Email: margaret.lee@fnha.ca  
Privacy Office: 604‐693‐6844 | Toll Free 1‐844‐364‐7748 | privacy@fnha.ca  
 
Privacy Notice: The contents of this e‐mail, including any files attached, are confidential and may be privileged. Any 
unauthorized copying or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender 
immediately and delete this e‐mail. 

 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Thursday, August 29, 2019 9:45 AM 
To: Eliopoulos, John ; Kenner, Joni ; Scott, Janet [PH] [Privacy] ; Otto, Andie ; Tesoro, Joseph ; 'margaret.lee@fnha.ca'; 
'Hannah, Heather' ; 'White, Zachary R HLTH:EX' ; Rhoda Reginald ; [IHA] Geistlinger, Dan ; Gage, Stephen ; Dupuis, Kelsey 
; Lake, Dawn [PHSA] ; Kollman, Jessica  
Subject: PLEASE DELETE! RE: Pager System Vulnerability 
Importance: High 
 
 
I apologize 
In my rush to send this, I did not properly omit enough VCH specific details. 
 
PLEASE DELETE THIS EMAIL – I WILL RESEND 
 
Again, I apologize for the mix up 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
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jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
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Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 



From: Kor, Jayne [CORP]
To: "Janice Charnstrom"
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability
Date: Thursday, August 29, 2019 10:40:43 AM
Attachments: image001.png

Thank you!!!

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca] 
Sent: Thursday, August 29, 2019 10:28 AM
To: Kor, Jayne [CORP]
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability
Hello Jayne,
I am emailing to confirm that I have double-deleted your original email with the briefing note
attached.
Thanks,
Janice

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca] 
Sent: Thursday, August 29, 2019 9:45 AM
To: Janice Charnstrom 
Subject: PLEASE DELETE RE: Pager System Vulnerability
I apologize
In my rush to send this, I did not properly omit enough VCH specific details.
PLEASE DELETE THIS EMAIL – I WILL RESEND
Again, I apologize for the mix up

Jayne Kor 
Privacy Advisor, Information Privacy Office
Vancouver Coastal Health 
601 West Broadway
Vancouver, BC V5Z 4C2
jayne.kor@vch.ca
http://www.vch.ca

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.

From: Kor, Jayne [CORP] 
Sent: Thursday, August 29, 2019 8:49 AM
To: 'Janice Charnstrom'
Subject: FW: Pager System Vulnerability
Importance: High
Morning Janice,
As promised, here’s the briefing note along with what I have sent to other health authorities.
Cheers,





The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or
distribution is strictly prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-
mail.
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating health
information through email or text.
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Donnett, Melissa [CORP]

From: Bayne, James
Sent: Thursday, August 29, 2019 6:52 PM
To: Lake, Dawn [PHSA]
Cc: Kor, Jayne [CORP]; Kollman, Jessica
Subject: Re: Pager System Vulnerability

Follow Up Flag: Follow up
Flag Status: Flagged

 

James 
 
On Aug 29, 2019, at 8:57 AM, Lake, Dawn [PHSA] <dawn.lake@hssbc.ca> wrote: 

Hi Jayne 
 

 
  

 
 

  
 
Regards, 
Dawn Lake 
Senior Director  
Information Access & Privacy Services  
Direct: 604‐970‐8832 
Confidentiality Notice: This message and any attachments are intended solely for the use of the 
designated addressee(s) and may contain information that is privileged, confidential and/or exempt 
from disclosure. Any unauthorized viewing, disclosure, copying, distribution or use of information 
contained in this e‐mail is prohibited and may be unlawful. If you have received this e‐mail in error, 
please notify the sender immediately and permanently delete the e‐mail unread, including any 
attachments from your computer system. Thank you. 
 
On Aug 29, 2019, at 8:45 AM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Hi Jess, Dawn, 
So sorry… I just realized you weren’t on the list of contacts you sent…. 
BTW: as mentioned in our last call, please use this version and do not share the 
previous version of the briefing note I sent (it has metrics not be released externally) 
Thanks! 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 

s. 13 s. 15
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http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be 
privileged. Any unauthorized copying or distribution is strictly prohibited. If you receive 
this e‐mail in error, please contact the sender immediately and delete this e‐mail. 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐
00‐03‐40000.pdf for the common risks and limitations you should be aware of when 
communicating health information through email or text.  

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, 
Andie; Tesoro, Joseph; 'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R 
HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
Morning all, 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is 
involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at 
other health authorities.  
Having apprised OIPC of this matter, the Commissioner’s investigator has responded 
with: 
I have further discussed the matter with the Acting Director of Investigations and 
Deputy Commissioner in our office. In an attempt to address the matter efficiently and 
effectively with potential health authorities – would you be willing to reach out to other 
BC health authorities that use this technology and encourage them to submit breach 
reports to the OIPC? They would use the breach reporting form on our website – as you 
did. I have included the link below. 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
Please find attached a briefing note with details on this issue and feel free to contact 
me if you have any questions. 
Best Regards, 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be 
privileged. Any unauthorized copying or distribution is strictly prohibited. If you receive 
this e‐mail in error, please contact the sender immediately and delete this e‐mail. 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐
00‐03‐40000.pdf for the common risks and limitations you should be aware of when 
communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Janice Charnstrom <JCharnstrom@oipc.bc.ca>
Sent: Thursday, August 29, 2019 10:53 AM
To: Kor, Jayne [CORP]
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability

Hello again, Jayne, 
 
I forgot to say “thank you” for reaching out to the other health authorities and encouraging them to submit breach 
reports to our office. 
 
Janice 
 
 

From: Janice Charnstrom  
Sent: Thursday, August 29, 2019 10:28 AM 
To: 'Kor, Jayne [CORP]'  
Subject: RE: PLEASE DELETE RE: Pager System Vulnerability 
 
Hello Jayne, 
 
I am emailing to confirm that I have double‐deleted your original email with the briefing note attached. 
 
Thanks, 
Janice 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Thursday, August 29, 2019 9:45 AM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: PLEASE DELETE RE: Pager System Vulnerability 
 
I apologize 
In my rush to send this, I did not properly omit enough VCH specific details. 
 
PLEASE DELETE THIS EMAIL – I WILL RESEND 
 
Again, I apologize for the mix up 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
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Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:49 AM 
To: 'Janice Charnstrom' 
Subject: FW: Pager System Vulnerability 
Importance: High 
 
Morning Janice,  
 
As promised, here’s the briefing note along with what I have sent to other health authorities. 
 
Cheers,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
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To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Gage, Stephen <Stephen.Gage@viha.ca>
Sent: Thursday, August 29, 2019 11:47 AM
To: Kor, Jayne [CORP]
Subject: RE: PLEASE DELETE! RE: Pager System Vulnerability

Thanks for letting me know Jayne.  
I have advised OIPC that we are 

looking into this matter as well.  
 
I am hopeful that this is not a vulnerability for us as we use a different paging system which does utilize encryption of 
the transmissions but we are checking all facilities as a matter of due diligence.  
 
Thanks again for your diligence on this one.  
Stephen 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 9:45 AM 
To: Eliopoulos, John ; Kenner, Joni ; Scott, Janet [PH] [Privacy] ; Otto, Andie ; Tesoro, Joseph ; 'margaret.lee@fnha.ca'; 
'Hannah, Heather' ; 'White, Zachary R HLTH:EX' ; 'Rhoda Reginald' ; [IHA] Geistlinger, Dan ; Gage, Stephen ; Dupuis, 
Kelsey ; Lake, Dawn [PHSA] ; Kollman, Jessica  
Subject: PLEASE DELETE! RE: Pager System Vulnerability 
Importance: High 
 
 
I apologize 
In my rush to send this, I did not properly omit enough VCH specific details. 
 
PLEASE DELETE THIS EMAIL – I WILL RESEND 
 
Again, I apologize for the mix up 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
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Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
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The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Ashbee, Michaela <Michaela.Ashbee@interiorhealth.ca>
Sent: Thursday, August 29, 2019 12:15 PM
To: Kor, Jayne [CORP]
Subject: RE: Pager System Vulnerability

Hi Jayne 
 
Could you please add me to any future communication or updates about this issue? Andie Otto is our audit analyst and you 
can remove her from this email chain. 
 
If you need to reach our privacy department in the future, please feel free to contact me directly or Chris Furey 
Christopher.Furey@interiorhealth.ca, my manager. 
 
We also have a generic intake email which is IHPrivacy@interirohealth.ca for general inquiries. 
 
Thanks so much. Have a great day. 
 
Thanks, 
 
Michaela Ashbee, CIAPP‐P 
Information Privacy Analyst 
 

Privacy, Policy & Risk Management 
Telephone: (250) 469‐7070 x 12507 
Email: Michaela.Ashbee@interiorhealth.ca  
 

“Information for Life” ‐ Excellence in Service – Excellence in Information – Excellence in Health 
~ "Success is the sum of small efforts, repeated day‐in and day‐out." – Robert Collier 

 

From: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>  
Sent: 2019‐08‐29 8:43 AM 
To: Eliopoulos, John <John.Eliopoulos@viha.ca>; Kenner, Joni [NHA] <Joni.Kenner@northernhealth.ca>; Kor, Jayne 
[CORP] <Jayne.Kor@vch.ca>; Scott, Janet [PH] [Privacy] <JScott@providencehealth.bc.ca>; Otto, Andie 
<Andie.Otto@interiorhealth.ca>; Tesoro, Joseph [PHSA] <Joseph.Tesoro@phsa.ca>; 'margaret.lee@fnha.ca'; 'Hannah, 
Heather' <hhannah@doctorsofbc.ca>; 'White, Zachary R HLTH:EX' <Zachary.White@gov.bc.ca>; 'Rhoda Reginald' 
<Rhoda.Reginald@fnha.ca>; Geistlinger, Dan <Dan.Geistlinger@interiorhealth.ca>; Gage, Stephen 
<Stephen.Gage@viha.ca>; Dupuis, Kelsey <Kelsey.Dupuis@viha.ca> 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
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reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Seeman, Susan [VA]
Sent: Thursday, August 29, 2019 1:15 PM
To: Kor, Jayne [CORP]; Chittock, Dean [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes-

Metcalfe, Judith; Ashe, Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick
Cc: Palmer, Catherine
Subject: RE: VGH paging system: Patient details being broadcast over radio

 
 
s 
 
_____________________________________________ 
From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:11 AM 
To: Seeman, Susan [VA]; Chittock, Dean [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes‐Metcalfe, Judith; Ashe, Mike; 
Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Cc: Palmer, Catherine 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
 
 
Hi Susan, 
 

 

 
Thanks,  
 
 
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
_____________________________________________ 
From: Seeman, Susan [VA]  
Sent: Thursday, August 29, 2019 8:03 AM 
To: Kor, Jayne [CORP]; Chittock, Dean [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes-Metcalfe, Judith; Ashe, Mike; 

s. 13

s. 13



2

Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Cc: Palmer, Catherine 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
Importance: High 
 
 
Hi all, 
 

 

 
 
Thanks, 
Susan 
 
-----Original Appointment----- 
From: Kor, Jayne [CORP]  
Sent: Wednesday, August 28, 2019 2:27 PM 
To: Chittock, Dean [VA]; Seeman, Susan [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes-Metcalfe, Judith; Ashe, 
Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Subject: VGH paging system: Patient details being broadcast over radio 
When: Friday, August 30, 2019 10:00 AM-10:30 AM (UTC-08:00) Pacific Time (US & Canada). 
Where: U19 Boardroom - 601 Broadway or on T-con 604-681-0455 (Vancouver Local Access)/ 1-877-291-3022 (N. 
America Toll Free) Participant Code:  
Importance: High 
 
 
Hello all, 
 
Apologies for the short notice but Steven Tam and I were hoping to schedule a quick chat about this issue of paging info 
being intercepted before the weekend. 
This timeslot has the least conflicts.  
 
Particularly,  

  

 
 
 
Regards,  
 
 << File: Briefing Note Paging system Broadcast.pdf >>  
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925  Phone 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
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Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 29, 2019 9:34 AM
To: Tam, Steven [CORP]
Subject: RE: VGH paging system: Patient details being broadcast over radio

I’ve sent it to Dean Chittock and Cindy Chilton has been updated (left detailed message) but as of yet, no response 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
_____________________________________________ 
From: Tam, Steven [CORP]  
Sent: Thursday, August 29, 2019 9:30 AM 
To: Kor, Jayne [CORP] 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
 
 
Thanks…not sure who can    Is there anyone from Risk Management attending? 
 
Steven 
 
_____________________________________________ 
From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 9:27 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
 
 
Sure. Done 
 
And just an update:   – is there someone else for Quality/Patient Safety I 
should reach out to? 

s. 22
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Thanks,  
 
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
_____________________________________________ 
From: Tam, Steven [CORP]  
Sent: Thursday, August 29, 2019 9:23 AM 
To: Kor, Jayne [CORP] 
Subject: RE: VGH paging system: Patient details being broadcast over radio 
 
 
Hi Jayne, 
 
Can you replace the old BN with this new one? 
 
Thanks. 
 
Steven 
 << File: Briefing Note Paging system Broadcast ‐ 2019Aug29.doc >>  
 
 
‐‐‐‐‐Original Appointment‐‐‐‐‐ 
From: Kor, Jayne [CORP]  
Sent: Wednesday, August 28, 2019 2:27 PM 
To: Kor, Jayne [CORP]; Chittock, Dean [VA]; Seeman, Susan [VA]; Muniak, Allison [CORP]; Bayne, James; Reyes‐Metcalfe, 
Judith; Ashe, Mike; Tam, Steven [CORP]; Kon, Janina [VC]; Le, Rick 
Subject: VGH paging system: Patient details being broadcast over radio 
When: Friday, August 30, 2019 10:00 AM‐10:30 AM (UTC‐08:00) Pacific Time (US & Canada). 
Where: U19 Boardroom ‐ 601 Broadway or on T‐con 604‐681‐0455 (Vancouver Local Access)/ 1‐877‐291‐3022 (N. 
America Toll Free) Participant Code:   
Importance: High 
 
 
Hello all, 
 
Apologies for the short notice but Steven Tam and I were hoping to schedule a quick chat about this issue of paging info 
being intercepted before the weekend. 
This timeslot has the least conflicts.  

s. 15
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Particularly,  

  

 
 
 
Regards,  
 
 << File: Briefing Note Paging system Broadcast.pdf >>  
 
 << OLE Object: Picture (Device Independent Bitmap) >>  
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925  Phone 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 

s. 13
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Donnett, Melissa [CORP]

From: Davies, Skye [VA] on behalf of Muniak, Allison [CORP]
Sent: Thursday, August 29, 2019 9:40 AM
To: Kor, Jayne [CORP]
Subject: Declined: VGH paging system: Patient details being broadcast over radio
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Thursday, August 29, 2019 11:09 AM
To: Kor, Jayne [CORP]
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs

Thanks. That would be good to confirm.   
 

 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 10:22 AM 
To: Tam, Steven [CORP]  
Subject: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
Importance: High 
 
Hi Steven, 
 
I’ve recalled the email as well as I’m about to call OIPC directly. 
I’d like to replace the correspondence with this version   
 

 
 
Jayne 

s. 13, s. 14
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Donnett, Melissa [CORP]

From: Ashbee, Michaela <Michaela.Ashbee@interiorhealth.ca>
Sent: Friday, August 30, 2019 8:47 AM
To: Tam, Steven [CORP]; Kor, Jayne [CORP]
Subject: RE: Pager Security Issue

Thanks so much for confirming. 
 
 
Thanks, 
 
Michaela Ashbee, CIAPP‐P 
Information Privacy Analyst 
 

Privacy, Policy & Risk Management 
Telephone: (250) 469‐7070 x 12507 
Email: Michaela.Ashbee@interiorhealth.ca  
 

“Information for Life” ‐ Excellence in Service – Excellence in Information – Excellence in Health 
~ "Success is the sum of small efforts, repeated day‐in and day‐out." – Robert Collier 

 

From: Tam, Steven [CORP]  
Sent: August 30, 2019 8:45 AM 
To: Ashbee, Michaela ; Kor, Jayne [CORP]  
Subject: RE: Pager Security Issue 
 
Hi Michaela, 
 

 

 
Steven 
 

From: Ashbee, Michaela [mailto:Michaela.Ashbee@interiorhealth.ca]  
Sent: Friday, August 30, 2019 8:38 AM 
To: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: Pager Security Issue 
 
Hi Jayne & Steven, 
 
Could you please confirm if the pager security issue is related to Pagenet, Rogers or an in house maintained system? 
 
Thanks, 
 
Michaela Ashbee, CIAPP‐P 
Information Privacy Analyst 
 

Privacy, Policy & Risk Management 
Telephone: (250) 469‐7070 x 12507 
Email: Michaela.Ashbee@interiorhealth.ca  
 

“Information for Life” ‐ Excellence in Service – Excellence in Information – Excellence in Health 
~ "Success is the sum of small efforts, repeated day‐in and day‐out." – Robert Collier 

s. 14, s. 13 s. 15
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Donnett, Melissa [CORP]

From: Scott, Janet [PH] [Privacy]
Sent: Friday, August 30, 2019 8:52 AM
To: Kor, Jayne [CORP]
Subject: RE: Pager System Vulnerability

 
 

 
 
Janet  
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone: 604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax: 604‐806‐8894 

This email message, including any attachments, may contain confidential information and is intended solely for the use of the individual or entity 
to whom it is addressed. If you have received this in error, please contact me by return email and permanently delete all copies of this email and 
any attachments. You may also call me at 604.806.8336. Thank you. 

 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 30, 2019 8:49 AM 
To: Scott, Janet [PH] [Privacy] 
Subject: RE: Pager System Vulnerability 
 
Hi Janet,  
 
I originally went through Risk Management and PCQO   When Media Affairs contacted 
me, I reached out to switchboard (Paul Stouse) and eventually to CMS (Rick Le) and full circle to IMITS (James Bayne) 
 
(sorry, I’ve had so many pager related emails, I must have skipped over this one and just noticed now) 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
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The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Scott, Janet [PH] [Privacy]  
Sent: Thursday, August 29, 2019 9:45 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Pager System Vulnerability 
 
Thank you Jane. (Oh I see I need to delete this one too!) 
 
But, Can you tell me how you found out who uses pagenet at VCH. Do you have a contact? 
Janet 
 
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone: 604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax: 604‐806‐8894 

This email message, including any attachments, may contain confidential information and is intended solely for the use of the individual or entity 
to whom it is addressed. If you have received this in error, please contact me by return email and permanently delete all copies of this email and 
any attachments. You may also call me at 604.806.8336. Thank you. 

 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 8:43 AM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey 
Subject: Pager System Vulnerability 
Importance: High 
 
Morning all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
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https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
 
Please find attached a briefing note with details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Friday, August 30, 2019 10:03 AM
To: Bayne, James; Tam, Steven [CORP]
Subject: RE: VGH paging system: Patient details being broadcast over radio

Hi James, 
 
Others are getting on… please check details 
U19 Boardroom ‐ 601 Broadway or on T‐con 604‐681‐0455 (Vancouver Local Access)/ 1‐877‐291‐3022 (N. America Toll 
Free) Participant Code:   
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Bayne, James  
Sent: Friday, August 30, 2019 10:02 AM 
To: Kor, Jayne [CORP]; Tam, Steven [CORP] 
Subject: VGH paging system: Patient details being broadcast over radio 
 
The dialin code doesn’t seem to work 
 
 
 
VGH paging system: Patient details being broadcast over radio 
Scheduled: Friday, Aug 30, 2019 from 10:00 AM to 10:30 AM 
Location: U19 Boardroom - 601 Broadway or on T-con 604-681-0455 (Vancouver Local Access)/ 1-877-291-
3022 (N. America Toll Free) Participant Code:  
Invitees: Kor, Jayne [CORP], Kon, Janina [VC], Chittock, Dean [VA], Reyes-Metcalfe, Judith, Muniak, 
Allison [CORP], Ashe, Mike, Seeman, Susan [VA], Tam, Steven [CORP], Le, Rick 
 

James 

s. 15

s. 15
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Donnett, Melissa [CORP]

From: Ashbee, Michaela <Michaela.Ashbee@interiorhealth.ca>
Sent: Friday, August 30, 2019 9:06 AM
To: Kor, Jayne [CORP]
Cc: Furey, Christopher
Subject: RE: Pager System Vulnerability

Thanks Jayne! 
 
 
Thanks, 
 
Michaela Ashbee, CIAPP‐P 
Information Privacy Analyst 
 

Privacy, Policy & Risk Management 
Telephone: (250) 469‐7070 x 12507 
Email: Michaela.Ashbee@interiorhealth.ca  
 

“Information for Life” ‐ Excellence in Service – Excellence in Information – Excellence in Health 
~ "Success is the sum of small efforts, repeated day‐in and day‐out." – Robert Collier 

 

From: Kor, Jayne [CORP]  
Sent: August 30, 2019 8:59 AM 
To: Ashbee, Michaela  
Cc: Furey, Christopher  
Subject: FW: Pager System Vulnerability 
Importance: High 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 2:46 PM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey; Lake, Dawn [PHSA]; Kollman, Jessica 
Subject: Pager System Vulnerability 
Importance: High 
 
Hello all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
Please find attached the updated details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 



3

Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Sarah Jamie Lewis <sarah@openprivacy.ca>
Sent: Tuesday, September 03, 2019 2:03 PM
To: Tam, Steven [CORP]
Cc: Kor, Jayne [CORP]
Subject: Re: Privacy/Security re Paging Systems
Attachments: Sarah Jamie Lewis <sarah@openprivacy.ca>: Re: VGH Patient details being broadcast 

over radio (privacy breach)

Mr Tam, 
 
Thank you for your email.  
 
I would first like to clarify an aspect of this breach. Previous communication from your office has stated that VCH was 
unaware of the radio broadcasting component of the pager system(s) in question until several weeks ago, indicating 
that the system's opaqueness is an obstacle to understanding it.  
This opaqueness applies equally to the messages broadcast unencrypted over the 
airwaves: the system does not (and cannot) log access to the data by third parties, so any malicious interception would 
be passive and undetectable by nature.  
 
Where this impacts patient safety and security, it is simply impossible for anyone to state that no compromise has 
occurred. In a hypothetical scenario wherein multiple malicious actors accessed *every* patient record ever 
broadcasted, it would thus remain the case that VCH has "no information to suggest that patient information has been 
compromised or used for a malicious purpose." 
 
Per your questions: 
 
> 1. provide us with details of how your organization discovered the  
> paging 
system vulnerability; and 
 
This information was provided to your office in my email to Jayne Kor, sent on October 20 2019, which I have attached 
for your convenience. If any details require further clarification, please let me know and I will continue answering any 
questions. 
 
> 2. confirm for us whether you are in possession of any patient information.  
If this is the case, please return all patient information in a secure manner to our Privacy Office. 
 
Open Privacy has securely deleted all log files generated by our systems which were found to contain patient 
information. We only used data in these log files to alert your team to this breach, and construct redacted samples to 
aid your team in their investigations. As such I can confirm that Open Privacy is *not* in possession of any patient 
information. 
 
I must re‐emphasize however that it is *extremely unlikely* that Open Privacy are the only organization in Vancouver 
who have inadvertently observed patient health data ‐‐ spectrum analysis is conducted by many different companies 
and organizations across Vancouver, any one of which may have recorded this data passively.  
 
There are also several communities of radio technology enthusiasts, and (as mentioned in earlier communication) the 
equipment required to intercept the legacy pager data in question is inexpensive and common among such 
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practitioners. And that is to say nothing of the potential for malicious interception; darknet data brokers and open‐
source investigators (e.g.  
stalkers, private investigators, and bounty hunters) often seek out such vulnerabilities, and are incentivized not to 
report such ongoing leaks while they are still benefiting from them. 
 
That brings me to some questions we have for VCH regarding the impact of disclosure of this breach. As you may be 
aware there is a journalist working on this story. When details of this breach become public, we will be making a 
statement in line with our involvement in its discovery. In the interests of patient safety and security we will not be 
providing the public exact details (e.g. the radio frequency or modulation of this breach), but we do ultimately believe 
that the public has a right to know that their medical data has been, and is continually being, broadcast unencrypted 
across the Greater Vancouver Area. 
 
To ensure accuracy in our statements, we would like to know: 
 
1. How many patients' information has been broadcast to date in this breach? 
 
2. When were the legacy pager systems installed? 
 
3. Can a patient determine if their individual information was broadcast in the breach? If so, how? 
 
4. As some of the pager messages appeared to contain unstructured text data, is there any mechanism for patients to 
inquire what non‐standard information in particular of theirs was broadcast unencrypted? If so, how? 
 
5. How many VCH patients continue to have their personal information broadcast unencrypted on a daily basis? 
 
6. Have any mitigations, such as shutting down these systems or limiting what information is entered into the insecure 
paging system, been put in place? 
 
7. How and when does VCH plan on notifying patients whose information was broadcast? 
 
8. As you have indicated that this breach will not be remedied in the immediate future, will VCH be informing current & 
new/incoming patients that their personal information will be broadcast unencrypted by the legacy paging system(s)? If 
so, how, and will patients be given an option to opt out of having their information breached? 
 
Sincerely, 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Tuesday, September 03, 2019 2:12 PM
To: Nam, Daniel [CORP]
Cc: Kor, Jayne [CORP]
Subject: FW: Privacy/Security re Paging Systems
Attachments: Sarah Jamie Lewis <sarah@openprivacy.ca>: Re: VGH Patient details being broadcast 

over radio (privacy breach)

 

 
Steven 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Sarah Jamie Lewis [mailto:sarah@openprivacy.ca] 
Sent: Tuesday, September 03, 2019 2:03 PM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Re: Privacy/Security re Paging Systems 
 
Mr Tam, 
 
Thank you for your email.  
 
I would first like to clarify an aspect of this breach. Previous communication from your office has stated that VCH was 
unaware of the radio broadcasting component of the pager system(s) in question until several weeks ago, indicating 
that the system's opaqueness is an obstacle to understanding it.  
This opaqueness applies equally to the messages broadcast unencrypted over the 
airwaves: the system does not (and cannot) log access to the data by third parties, so any malicious interception would 
be passive and undetectable by nature.  
 
Where this impacts patient safety and security, it is simply impossible for anyone to state that no compromise has 
occurred. In a hypothetical scenario wherein multiple malicious actors accessed *every* patient record ever 
broadcasted, it would thus remain the case that VCH has "no information to suggest that patient information has been 
compromised or used for a malicious purpose." 
 
Per your questions: 
 
> 1. provide us with details of how your organization discovered the  
> paging 
system vulnerability; and 
 
This information was provided to your office in my email to Jayne Kor, sent on October 20 2019, which I have attached 
for your convenience. If any details require further clarification, please let me know and I will continue answering any 
questions. 
 
> 2. confirm for us whether you are in possession of any patient information.  
If this is the case, please return all patient information in a secure manner to our Privacy Office. 

s. 13, s. 14
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Open Privacy has securely deleted all log files generated by our systems which were found to contain patient 
information. We only used data in these log files to alert your team to this breach, and construct redacted samples to 
aid your team in their investigations. As such I can confirm that Open Privacy is *not* in possession of any patient 
information. 
 
I must re‐emphasize however that it is *extremely unlikely* that Open Privacy are the only organization in Vancouver 
who have inadvertently observed patient health data ‐‐ spectrum analysis is conducted by many different companies 
and organizations across Vancouver, any one of which may have recorded this data passively.  
 
There are also several communities of radio technology enthusiasts, and (as mentioned in earlier communication) the 
equipment required to intercept the legacy pager data in question is inexpensive and common among such 
practitioners. And that is to say nothing of the potential for malicious interception; darknet data brokers and open‐
source investigators (e.g.  
stalkers, private investigators, and bounty hunters) often seek out such vulnerabilities, and are incentivized not to 
report such ongoing leaks while they are still benefiting from them. 
 
That brings me to some questions we have for VCH regarding the impact of disclosure of this breach. As you may be 
aware there is a journalist working on this story. When details of this breach become public, we will be making a 
statement in line with our involvement in its discovery. In the interests of patient safety and security we will not be 
providing the public exact details (e.g. the radio frequency or modulation of this breach), but we do ultimately believe 
that the public has a right to know that their medical data has been, and is continually being, broadcast unencrypted 
across the Greater Vancouver Area. 
 
To ensure accuracy in our statements, we would like to know: 
 
1. How many patients' information has been broadcast to date in this breach? 
 
2. When were the legacy pager systems installed? 
 
3. Can a patient determine if their individual information was broadcast in the breach? If so, how? 
 
4. As some of the pager messages appeared to contain unstructured text data, is there any mechanism for patients to 
inquire what non‐standard information in particular of theirs was broadcast unencrypted? If so, how? 
 
5. How many VCH patients continue to have their personal information broadcast unencrypted on a daily basis? 
 
6. Have any mitigations, such as shutting down these systems or limiting what information is entered into the insecure 
paging system, been put in place? 
 
7. How and when does VCH plan on notifying patients whose information was broadcast? 
 
8. As you have indicated that this breach will not be remedied in the immediate future, will VCH be informing current & 
new/incoming patients that their personal information will be broadcast unencrypted by the legacy paging system(s)? If 
so, how, and will patients be given an option to opt out of having their information breached? 
 
Sincerely, 
Sarah Jamie Lewis 
Executive Director, Open Privacy Research Society 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Thursday, August 29, 2019 2:44 PM
To: Tam, Steven [CORP]
Cc: Nam, Daniel [CORP]; Kon, Janina [VC]
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs

Hi Steven  
Understood. 
Thanks again, 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Tam, Steven [CORP]  
Sent: Thursday, August 29, 2019 2:15 PM 
To: Kor, Jayne [CORP] 
Cc: Nam, Daniel [CORP]; Kon, Janina [VC] 
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
 
Yes, correct. It is still meant to be confidential to the HAs and OIPC, as we don’t want to publicize this vulnerability. 
 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 1:59 PM 
To: Tam, Steven [CORP]  
Cc: Nam, Daniel [CORP] ; Kon, Janina [VC]  
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
 
Hi Steven,  
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And just I’ve checked and clarified all I can: this document can be shared to other health authorities and the OIPC 
correct? 
 
Many thanks,  
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 1:54 PM 
To: Tam, Steven [CORP] 
Cc: Nam, Daniel [CORP]; Kon, Janina [VC] 
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
 
Hi Steven, 
 
Thank you! I will share this shortly 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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From: Tam, Steven [CORP]  
Sent: Thursday, August 29, 2019 12:09 PM 
To: Kor, Jayne [CORP] 
Cc: Nam, Daniel [CORP]; Kon, Janina [VC] 
Subject: RE: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
 
Hi Jayne, 
 
Please use this version to distribute to other HAs and OIPC. 
 
Thanks. 
 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 10:22 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca> 
Subject: Briefing Note Paging system Broadcast DRAFT 8 Other HAs 
Importance: High 
 
Hi Steven, 
 
I’ve recalled the email as well as I’m about to call OIPC directly. 
I’d like to replace the correspondence with this version  
 

 
 
Jayne 

s. 13

s. 22
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Tuesday, September 03, 2019 5:21 PM
To: Ashe, Mike
Cc: Nam, Daniel [CORP]; Kor, Jayne [CORP]
Subject: Pagers and Spok Mobile

Hi Mike, 
 
I was supposed to speak to our Senior Executive Team (SET) this afternoon about the pager issue, but the matter was 
postponed, as they had too many other items.   

 
 

 
 

 
Thanks. 
 
Steven 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
 

s. 13

s. 13 s. 15
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Friday, August 30, 2019 9:07 AM
To: Tam, Steven [CORP]
Subject: RE: Pager System Vulnerability

Hi Steven, 
 
Yes I’ll flag this as a resource attachment! 
 
Thanks,  
 
Jayne 
 

From: Tam, Steven [CORP]  
Sent: Friday, August 30, 2019 8:52 AM 
To: Kor, Jayne [CORP] 
Subject: RE: Pager System Vulnerability 
 
Thanks for sending this out, Jayne. This backgrounder document may also be useful for everyone. 
 
Steven 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 2:46 PM 
To: Eliopoulos, John <John.Eliopoulos@viha.ca>; Kenner, Joni <Joni.Kenner@northernhealth.ca>; Kor, Jayne [CORP] 
<Jayne.Kor@vch.ca>; Scott, Janet [PH] [Privacy] <JScott@providencehealth.bc.ca>; Otto, Andie 
<Andie.Otto@interiorhealth.ca>; Tesoro, Joseph <Joseph.Tesoro@phsa.ca>; 'margaret.lee@fnha.ca'; 'Hannah, Heather' 
<hhannah@doctorsofbc.ca>; 'White, Zachary R HLTH:EX' <Zachary.White@gov.bc.ca>; 'Rhoda Reginald' 
<Rhoda.Reginald@fnha.ca>; [IHA] Geistlinger, Dan <Dan.Geistlinger@interiorhealth.ca>; Gage, Stephen 
<Stephen.Gage@viha.ca>; Dupuis, Kelsey <Kelsey.Dupuis@viha.ca>; Lake, Dawn [PHSA] <dawn.lake@hssbc.ca>; 
Kollman, Jessica <Jessica.Kollman@phsa.ca> 
Subject: Pager System Vulnerability 
Importance: High 
 
Hello all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
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https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
Please find attached the updated details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Friday, August 30, 2019 9:03 AM
To: Bayne, James
Subject: FW: Pager System Vulnerability
Attachments: Summary re Paging System Privacy - 2018Aug29.docx

Importance: High

Hi James,  
 
In case this wasn’t yet forwarded to you,  
 
Thanks, 
 
Jayne 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 2:46 PM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey; Lake, Dawn [PHSA]; Kollman, Jessica 
Subject: Pager System Vulnerability 
Importance: High 
 
Hello all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our 
office. In an attempt to address the matter efficiently and effectively with potential health authorities – would 
you be willing to reach out to other BC health authorities that use this technology and encourage them to 
submit breach reports to the OIPC? They would use the breach reporting form on our website – as you did. I 
have included the link below. 
 
https://www.oipc.bc.ca/forms/public-bodies/online-privacy-breach-report-form/ 
 
 
Please find attached the updated details on this issue and feel free to contact me if you have any questions. 
 
Best Regards, 
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Tuesday, September 03, 2019 3:30 PM
To: Nam, Daniel [CORP]; Kon, Janina [VC]; Kor, Jayne [CORP]
Cc: Tang, Jacqueline [CORP]
Subject: RE: Notes Pager Vulnerability 30-Aug-2019 TCON.docx

I’ll ask Jackie to set up a time for us tomorrow morning to discuss this and next steps. 
 
Steven 
 

From: Nam, Daniel [CORP]  
Sent: Tuesday, September 03, 2019 3:24 PM 
To: Kon, Janina [VC] ; Kor, Jayne [CORP] ; Tam, Steven [CORP]  
Subject: RE: Notes Pager Vulnerability 30‐Aug‐2019 TCON.docx 
 

Janina, 
 
I’m still catching up on all of my emails but I will make it a priority to review this and connect with you 
tomorrow. 
 
Thanks, 
Daniel 
 
 

From: Kon, Janina [VC]  
Sent: Tuesday, September 03, 2019 2:45 PM 
To: Kor, Jayne [CORP]; Tam, Steven [CORP] 
Cc: Nam, Daniel [CORP] 
Subject: FW: Notes Pager Vulnerability 30-Aug-2019 TCON.docx 
 
Hello Jane and Steven: 
 
Jane had asked me on Friday to review her notes of the T Con (first attachment) and revise to make it clear who is to do 
what and otherwise revise per “best practices.” 
 
I have done so and included notes for Jayne in terms of additional items for her to include – see attached second 
document “J Kon revised.” 
 
Main items that I revised: 

 Need doc title 

 Need full list of invitees and attendees at top 

 Need a separate “action items” section that clearly sets out who is to do what and timing for next follow up telco. 
 
I think it is now over to Daniel to oversee this? 
 
Daniel – feel free to call me to discuss. I am in meeting today starting now but available per my outlook calendar 
tomorrow. 
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Regards, 
 
Janina 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Friday, August 30, 2019 11:52 AM 
To: Kon, Janina [VC] <janina.kon@vch.ca> 
Subject: Notes Pager Vulnerability 30‐Aug‐2019 TCON.docx 
 
As discussed ….  
 
And Thank you!! 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
1108 – 601 West Broadway 
Vancouver, BC V5Z 4C2 
604-875-4925 Phone 
604-369-9126 Mobile 
604-875-5374 Fax 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Janice Charnstrom <JCharnstrom@oipc.bc.ca>
Sent: Monday, September 09, 2019 9:42 AM
To: Kor, Jayne [CORP]
Subject: RE: Pager System Vulnerability OIPC File F19-80246

Importance: High

Good morning, Jayne, 
 
I am writing to check in re: any updates you may have to provide about the pager system vulnerability. 
 

 
 

 
Thank you, 
Janice 
 

From: Janice Charnstrom  
Sent: Thursday, August 29, 2019 3:22 PM 
To: 'Kor, Jayne [CORP]'  
Cc: Trevor Presley  
Subject: RE: Pager System Vulnerability OIPC File F19‐80246 
 
Hello Jayne, 
 
Thank you for sending the updated version. 
 
Please note –  please cc any 
updates on this matter to Trevor Presley, Director of Investigations at TPresley@oipc.bc.ca 
 
I have cc’d Trevor in this email as well. 
 
Thank you for your continued assistance and attention to this matter. 
 
Best regards, 
Janice 
 
 
 

From: Kor, Jayne [CORP] [mailto:Jayne.Kor@vch.ca]  
Sent: Thursday, August 29, 2019 2:48 PM 
To: Janice Charnstrom <JCharnstrom@oipc.bc.ca> 
Subject: FW: Pager System Vulnerability 
Importance: High 
 
Hi Janice, 
 
As promised, the updated version  
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Thank you for deleting the previous! 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Kor, Jayne [CORP]  
Sent: Thursday, August 29, 2019 2:46 PM 
To: Eliopoulos, John; Kenner, Joni; Kor, Jayne [CORP]; Scott, Janet [PH] [Privacy]; Otto, Andie; Tesoro, Joseph; 
'margaret.lee@fnha.ca'; 'Hannah, Heather'; 'White, Zachary R HLTH:EX'; 'Rhoda Reginald'; [IHA] Geistlinger, Dan; Gage, 
Stephen; Dupuis, Kelsey; Lake, Dawn [PHSA]; Kollman, Jessica 
Subject: Pager System Vulnerability 
Importance: High 
 
Hello all, 
 
I’m reaching out on behalf of VCH Privacy at the request of the OIPC. 
We’ve been made aware of a vulnerability in our paging system where media is involved.  
Unfortunately, this vulnerability is not limited to VCH. The same situation may exist at other health authorities.  
 
Having apprised OIPC of this matter, the Commissioner’s investigator has responded with: 
 
I have further discussed the matter with the Acting Director of Investigations and Deputy Commissioner in our office. In 
an attempt to address the matter efficiently and effectively with potential health authorities – would you be willing to 
reach out to other BC health authorities that use this technology and encourage them to submit breach reports to the 
OIPC? They would use the breach reporting form on our website – as you did. I have included the link below. 
 
https://www.oipc.bc.ca/forms/public‐bodies/online‐privacy‐breach‐report‐form/ 
 
 
Please find attached the updated details on this issue and feel free to contact me if you have any questions. 
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Best Regards, 
 
 
 
 

 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Monday, September 09, 2019 9:51 AM
To: Nam, Daniel [CORP]; Kor, Jayne [CORP]; Romero, Christina [CORP]; Bayne, James
Subject: FW: CTV news article related to privacy breech at VCH 

FYI 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Chittock, Dean [VA]  
Sent: Monday, September 09, 2019 9:48 AM 
To: Penny Ballem <pballem@telus.net>; Ackenhusen, Mary [CORP] <Mary.Ackenhusen@vch.ca>; Tam, Steven [CORP] 
<Steven.Tam@vch.ca> 
Subject: FW: CTV news article related to privacy breech at VCH  
 
Fyi.....  
 
On 2019‐09‐09, 6:49 AM, "Allie Muniak"   wrote: 
 
    Risk is mentioned in this...  
     
    Potential health data breach exposing names, medical conditions discovered by privacy researcher 
    A new investigation by the podcast 'Attention Control with Kevin Newman' looks into a potential major breach of 
sensitive health data of patients of a Vancouver area hospital. 
    https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
     
     
    Sent from my iPhone 
 
 

s. 13

s. 22
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Monday, September 09, 2019 10:59 AM
To: Tam, Steven [CORP]; Kon, Janina [VC]; Loiacono, Catherine [CORP]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: RE: Privacy/Security re Paging Systems

Importance: High

And here is the media release from Sarah Lewis and Open Privacy. She is also sharing on SM and has 28,000 followers.  
https://openprivacy.ca/blog/2019/09/09/open‐privacy‐discovers‐vancouver‐patient‐medical‐data‐breach/ 
I’m updating our Issues Note now, as it’s possible other media will contact us.  
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:32 PM 
To: Kon, Janina [VC] ; Loiacono, Catherine [CORP] ; Stefanson, Carrie [CORP]  
Cc: Kor, Jayne [CORP] ; Nam, Daniel [CORP]  
Subject: FW: Privacy/Security re Paging Systems 
 
FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca' <sarah@openprivacy.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
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safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Monday, September 09, 2019 11:00 AM
To: Tam, Steven [CORP]; Kon, Janina [VC]; Loiacono, Catherine [CORP]
Cc: Kor, Jayne [CORP]; Nam, Daniel [CORP]
Subject: RE: Privacy/Security re Paging Systems

The accompanying media story:  
https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 10:59 AM 
To: Tam, Steven [CORP] ; Kon, Janina [VC] ; Loiacono, Catherine [CORP]  
Cc: Kor, Jayne [CORP] ; Nam, Daniel [CORP]  
Subject: RE: Privacy/Security re Paging Systems 
Importance: High 
 
And here is the media release from Sarah Lewis and Open Privacy. She is also sharing on SM and has 28,000 followers.  
https://openprivacy.ca/blog/2019/09/09/open‐privacy‐discovers‐vancouver‐patient‐medical‐data‐breach/ 
I’m updating our Issues Note now, as it’s possible other media will contact us.  
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:32 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie 
[CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: FW: Privacy/Security re Paging Systems 
 
FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca' <sarah@openprivacy.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
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VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Monday, September 09, 2019 11:41 AM
To: Stefanson, Carrie [CORP]
Cc: Nam, Daniel [CORP]; Loiacono, Catherine [CORP]; Kor, Jayne [CORP]
Subject: RE: Privacy/Security re Paging Systems
Attachments: IN_VCH Paging system - ST2019Sep09.docx

Hi Carrie, 
 
Here are my suggested edits. 
 
Thanks. 
 
Steven 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:19 AM 
To: Tam, Steven [CORP] ; Kon, Janina [VC]  
Cc: Nam, Daniel [CORP] ; Loiacono, Catherine [CORP]  
Subject: RE: Privacy/Security re Paging Systems 
 
Good morning –   
Jayne/Steven: Can you have a look at the enclosed Issues Note, and please advise if any edits are required?  

. Let me know 
if they need revising.  
Thank you.  
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:00 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
 
The accompanying media story:  
https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 10:59 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
Importance: High 
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And here is the media release from Sarah Lewis and Open Privacy. She is also sharing on SM and has 28,000 followers.  
https://openprivacy.ca/blog/2019/09/09/open‐privacy‐discovers‐vancouver‐patient‐medical‐data‐breach/ 
I’m updating our Issues Note now, as it’s possible other media will contact us.  
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:32 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie 
[CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: FW: Privacy/Security re Paging Systems 
 
FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca' <sarah@openprivacy.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
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Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Monday, September 09, 2019 11:56 AM
To: Tam, Steven [CORP]
Cc: Nam, Daniel [CORP]; Loiacono, Catherine [CORP]; Kor, Jayne [CORP]
Subject: RE: Privacy/Security re Paging Systems
Attachments: IN_VCH Paging system_Sept. 9, 2019_FINAL.docx

Hi Steven;  
Appreciated the quick turnaround on this.  
Edits accepted.  
Final enclosed.  
Thanks you. 
 

From: Tam, Steven [CORP]  
Sent: Monday, September 09, 2019 11:41 AM 
To: Stefanson, Carrie [CORP]  
Cc: Nam, Daniel [CORP] ; Loiacono, Catherine [CORP] ; Kor, Jayne [CORP]  
Subject: RE: Privacy/Security re Paging Systems 
 
Hi Carrie, 
 
Here are my suggested edits. 
 
Thanks. 
 
Steven 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:19 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca> 
Cc: Nam, Daniel [CORP] <Daniel.Nam@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
 
Good morning –    
Jayne/Steven: Can you have a look at the enclosed Issues Note, and please advise if any edits are required?  

. Let me know 
if they need revising.  
Thank you.  
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:00 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
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The accompanying media story:  
https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 10:59 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
Importance: High 
 
And here is the media release from Sarah Lewis and Open Privacy. She is also sharing on SM and has 28,000 followers.  
https://openprivacy.ca/blog/2019/09/09/open‐privacy‐discovers‐vancouver‐patient‐medical‐data‐breach/ 
I’m updating our Issues Note now, as it’s possible other media will contact us.  
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:32 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie 
[CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: FW: Privacy/Security re Paging Systems 
 
FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca' <sarah@openprivacy.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
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at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Stefanson, Carrie [CORP]
Sent: Monday, September 09, 2019 12:22 PM
To: Tam, Steven [CORP]
Cc: Nam, Daniel [CORP]; Loiacono, Catherine [CORP]; Kor, Jayne [CORP]
Subject: RE: Privacy/Security re Paging Systems
Attachments: IN_VCH Paging system_Sept. 9, 2019_FINAL.docx

I revised one of the key messages.  
Final attached.  
Thank you.  
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:56 AM 
To: Tam, Steven [CORP]  
Cc: Nam, Daniel [CORP] ; Loiacono, Catherine [CORP] ; Kor, Jayne [CORP]  
Subject: RE: Privacy/Security re Paging Systems 
 
Hi Steven;  
Appreciated the quick turnaround on this.  
Edits accepted.  
Final enclosed.  
Thanks you. 
 

From: Tam, Steven [CORP]  
Sent: Monday, September 09, 2019 11:41 AM 
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Cc: Nam, Daniel [CORP] <Daniel.Nam@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Kor, Jayne 
[CORP] <Jayne.Kor@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
 
Hi Carrie, 
 
Here are my suggested edits. 
 
Thanks. 
 
Steven 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:19 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca> 
Cc: Nam, Daniel [CORP] <Daniel.Nam@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
 
Good morning –  .  
Jayne/Steven: Can you have a look at the enclosed Issues Note, and please advise if any edits are required?  
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. Let me know 
if they need revising.  
Thank you.  
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 11:00 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
 
The accompanying media story:  
https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
 
 

From: Stefanson, Carrie [CORP]  
Sent: Monday, September 09, 2019 10:59 AM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] 
<catherine.loiacono@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: RE: Privacy/Security re Paging Systems 
Importance: High 
 
And here is the media release from Sarah Lewis and Open Privacy. She is also sharing on SM and has 28,000 followers.  
https://openprivacy.ca/blog/2019/09/09/open‐privacy‐discovers‐vancouver‐patient‐medical‐data‐breach/ 
I’m updating our Issues Note now, as it’s possible other media will contact us.  
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:32 PM 
To: Kon, Janina [VC] <janina.kon@vch.ca>; Loiacono, Catherine [CORP] <catherine.loiacono@vch.ca>; Stefanson, Carrie 
[CORP] <Carrie.Stefanson@vch.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca> 
Subject: FW: Privacy/Security re Paging Systems 
 
FYI, I just sent this off to Sarah Lewis. 
 
Steven 
 

From: Tam, Steven [CORP]  
Sent: Wednesday, August 28, 2019 4:25 PM 
To: 'sarah@openprivacy.ca' <sarah@openprivacy.ca> 
Cc: Kor, Jayne [CORP] <Jayne.Kor@vch.ca> 
Subject: Privacy/Security re Paging Systems 
 
Dear Ms. Lewis: 
 
I understand you have been corresponding with Jayne Kor from our Privacy Team in relation to privacy and security 

concerns that you have regarding our paging systems. Thank you for bringing this important issue to the attention 
of Vancouver Coastal Health (VCH). You are correct that at certain locations within VCH, we currently use 
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legacy paging technology to communicate important information to care providers to support delivery of safe 
care to patients.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks you have 
identified. Please note, however, that VCH has no information to suggest that patient information has been 
compromised or used for a malicious purpose. If you have information which suggests this is occurring, please 
let us know so that we can take appropriate steps to investigate and respond.  
 
VCH currently has an initiative underway to replace our legacy paging systems across the health authority 
with a more secure messaging system. This a complex undertaking that will take some time. In the interim, we 
are taking steps to ensure every feasible measure is taken to safeguard patient information, including looking 
at ways to reduce patient personal information contained in paging messages (without compromising patient 
safety) as well as exploring potential ways to encrypt or otherwise better secure existing paging technology. In 
doing so, we are taking guidance from the Office of the Information and Privacy Commissioner of BC. 
 
In order to fully investigate any risk posed by the current paging system, we would greatly appreciate if you 
would: 
 

1. provide us with details of how your organization discovered the paging system vulnerability; and 
2. confirm for us whether you are in possession of any patient information. If this is the case, please 

return all patient information in a secure manner to our Privacy Office. 
 
Please contact me or Jayne, if you have any questions. 
 
Sincerely, 
 
Steven Tam, BCom, LL.B., LL.M.  
General Counsel & Chief Privacy Officer 
Vancouver Coastal Health Authority  
11th Floor, 601 West Broadway  
Vancouver, BC V5Z 4C2  
Phone: 604-875-5744  
Cell: 604-323-6307  
E-mail: steven.tam@vch.ca  
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
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Donnett, Melissa [CORP]

From: Nam, Daniel [CORP]
Sent: Monday, September 09, 2019 4:23 PM
To: Kor, Jayne [CORP]; Tam, Steven [CORP]
Subject: RE: OIPC File F19-80246 - Notice of Investigation

Steven / Jayne, 
 
I just got off the phone with the Deputy Commissioner.  

 
 

 
The Deputy Commissioner was satisfied that we are taking the matter seriously and that this is a complex file. 

 

 
‐Daniel 
 
 

From: Kor, Jayne [CORP]  
Sent: Monday, September 09, 2019 3:32 PM 
To: Tam, Steven [CORP]; Nam, Daniel [CORP] 
Subject: FW: OIPC File F19-80246 - Notice of Investigation 
Importance: High 
 
Hi Steven, Daniel, 
 
This just came from OIPC ….. 
 
I can clear my calendar tomorrow to discuss a response. 
 
 
 
 
 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
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From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, September 09, 2019 3:25 PM 
To: Kor, Jayne [CORP] 
Subject: OIPC File F19-80246 - Notice of Investigation 
 
Dear Jayne, 
 
Thank you for your continued communication and for responding to my questions regarding this matter thus far. I 
appreciate your confirmation that the existing pager system contains vulnerabilities.  
 
I write to advise that, as this matter is a priority for the Commissioner, we have opened an investigation file. Please find 
the Notice of Investigation attached. 
 
The Commissioner has requested that VCHA provide fulsome answers to the following questions within 24 hours: 
 

1. How will VCHA address the vulnerabilities that have been identified?  
2. A timeline outlining the steps that will be taken for resolving this issue, including identifying any disclosure or 

security vulnerabilities? 
 
 
It is my understanding that Deputy Commissioner, oline Twiss, will be speaking with Daniel Nam (Senior Legal Counsel) 
at 4pm today. 
 
Thank you for your attention to this matter. 
 
Best regards, 
Janice 
 
 

Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 

Office of the Information and Privacy Commissioner for BC 

4th Floor, 947 Fort Street, Victoria BC V8V 3K3 

tel. 250 - 356 - 0791 | fax 250-387-1696 

Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for he use of the intended recipient and must not be distributed, disclosed, used or copied by or to anyone else. If you receive this in 
error please contact the sender by return email and delete all copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Scott, Janet [PH] [Privacy]
Sent: Monday, September 09, 2019 1:37 PM
To: Lake, Dawn [PHSA]; Tam, Steven [CORP]; Ashe, Mike
Cc: Bayne, James; Nam, Daniel [CORP]; Kor, Jayne [CORP]
Subject: RE: CTV news article related to privacy breech at VCH 

 
Janet 
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone:  604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax:  604‐806‐8894 
This email message, including any attachments, may contain confidential information and is intended solely for the use 
of the individual or entity to whom it is addressed.  If you have received this in error, please contact me by return email 
and permanently delete all copies of this email and any attachments.  You may also call me at 604.806.8336.  Thank 
you. 
  
  
  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Lake, Dawn [PHSA]  
Sent: Monday, September 09, 2019 1:36 PM 
To: Scott, Janet [PH] [Privacy]; Tam, Steven [CORP]; Ashe, Mike 
Cc: Bayne, James; Nam, Daniel [CORP]; Kor, Jayne [CORP] 
Subject: RE: CTV news article related to privacy breech at VCH  
 

  
 Thank you! 

 
Regards, 
Dawn Lake 
Senior Director 
Information Access & Privacy Services 
Provincial Health Services Authority 
 
Office: 1333 West Broadway, Vancouver, BC, V6H 4C1 
Mobile: 604‐970‐8832 | dawn.lake@phsa.ca | www.phsa.ca  
 
Assistant: 
Megan Williams 
megan.williams@phsa.ca  
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Confidentiality Notice:   This message and any attachments are intended solely for the use of the designated 
addressee(s) and may contain information that is privileged, confidential and/or exempt from disclosure.  Any 
unauthorized viewing, disclosure, copying, distribution or use of information contained in this e‐mail is prohibited and 
may be unlawful.  If you have received this e‐mail in error, please notify the sender immediately and permanently 
delete the e‐mail unread, including any attachments from your computer system.  Thank you. 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Scott, Janet [PH] [Privacy]  
Sent: Monday, September 09, 2019 1:20 PM 
To: Tam, Steven [CORP] <Steven.Tam@vch.ca>; Lake, Dawn [PHSA] <dawn.lake@hssbc.ca>; Ashe, Mike 
<mike.ashe@phsa.ca> 
Cc: Bayne, James <James.Bayne@phsa.ca>; Nam, Daniel [CORP] <Daniel.Nam@vch.ca>; Kor, Jayne [CORP] 
<Jayne.Kor@vch.ca> 
Subject: RE: CTV news article related to privacy breech at VCH  
 

 
Janet  
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone:  604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax:  604‐806‐8894 
This email message, including any attachments, may contain confidential information and is intended solely for the use 
of the individual or entity to whom it is addressed.  If you have received this in error, please contact me by return email 
and permanently delete all copies of this email and any attachments.  You may also call me at 604.806.8336.  Thank 
you. 
  
  
  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Tam, Steven [CORP]  
Sent: Monday, September 09, 2019 1:19 PM 
To: Scott, Janet [PH] [Privacy]; Lake, Dawn [PHSA]; Ashe, Mike 
Cc: Bayne, James; Nam, Daniel [CORP]; Kor, Jayne [CORP] 
Subject: RE: CTV news article related to privacy breech at VCH  
 
Hi Janet/Dawn: 
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Steven 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Scott, Janet [PH] [Privacy]  
Sent: Monday, September 09, 2019 12:43 PM 
To: Lake, Dawn [PHSA] <dawn.lake@hssbc.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca>; Ashe, Mike 
<mike.ashe@phsa.ca> 
Cc: Bayne, James <James.Bayne@phsa.ca> 
Subject: RE: CTV news article related to privacy breech at VCH  
 
I need to send some information to our SLT   

 
 

 
 

.   
 
Any updates appreciated. 
Thanks. 
Janet   
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone:  604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax:  604‐806‐8894 
This email message, including any attachments, may contain confidential information and is intended solely for the use 
of the individual or entity to whom it is addressed.  If you have received this in error, please contact me by return email 
and permanently delete all copies of this email and any attachments.  You may also call me at 604.806.8336.  Thank 
you. 
  
  
  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Lake, Dawn [PHSA]  
Sent: Monday, September 09, 2019 12:28 PM 
To: Tam, Steven [CORP]; Ashe, Mike; Scott, Janet [PH] [Privacy] 
Cc: Bayne, James 
Subject: RE: CTV news article related to privacy breech at VCH  
 
Thanks Steven 

 

 
 

 
Regards, 
Dawn Lake 

s. 13
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Senior Director 
Information Access & Privacy Services 
Provincial Health Services Authority 
 
Office: 1333 West Broadway, Vancouver, BC, V6H 4C1 
Mobile: 604‐970‐8832 | dawn.lake@phsa.ca | www.phsa.ca  
 
Assistant: 
Megan Williams 
megan.williams@phsa.ca  
 
 
 
 
Confidentiality Notice:   This message and any attachments are intended solely for the use of the designated 
addressee(s) and may contain information that is privileged, confidential and/or exempt from disclosure.  Any 
unauthorized viewing, disclosure, copying, distribution or use of information contained in this e‐mail is prohibited and 
may be unlawful.  If you have received this e‐mail in error, please notify the sender immediately and permanently 
delete the e‐mail unread, including any attachments from your computer system.  Thank you. 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Tam, Steven [CORP]  
Sent: Monday, September 09, 2019 10:12 AM 
To: Ashe, Mike <mike.ashe@phsa.ca>; Lake, Dawn [PHSA] <dawn.lake@hssbc.ca> 
Cc: Bayne, James <James.Bayne@phsa.ca> 
Subject: FW: CTV news article related to privacy breech at VCH  
 
FYI 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Chittock, Dean [VA]  
Sent: Monday, September 09, 2019 9:48 AM 
To: Penny Ballem <pballem@telus.net>; Ackenhusen, Mary [CORP] <Mary.Ackenhusen@vch.ca>; Tam, Steven [CORP] 
<Steven.Tam@vch.ca> 
Subject: FW: CTV news article related to privacy breech at VCH  
 

 
 
On 2019‐09‐09, 6:49 AM, "Allie Muniak"  wrote: 
 
    Risk is mentioned in this...  
     
    Potential health data breach exposing names, medical conditions discovered by privacy researcher 
    A new investigation by the podcast 'Attention Control with Kevin Newman' looks into a potential major breach of 
sensitive health data of patients of a Vancouver area hospital. 
    https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
     
     
    Sent from my iPhone 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Monday, September 09, 2019 4:19 PM
To: Tam, Steven [CORP]; Nam, Daniel [CORP]
Subject: RE: OIPC File F19-80246 - Notice of Investigation

Hi Daniel,  
 
You're awesome! Thanks!  
Jayne  
 
Sent from Workspace ONE Boxer  
 

On Sep. 9, 2019 4:02 p.m., "Nam, Daniel [CORP]" wrote:  
Thanks Jayne. 
As mentioned, I have a call with the Deputy Commissioner right now and I will be explaining our response. 
We can touch base tomorrow about next steps… 

‐Daniel 

From: Kor, Jayne [CORP]  
Sent: Monday, September 09, 2019 3:32 PM 
To: Tam, Steven [CORP]; Nam, Daniel [CORP] 
Subject: FW: OIPC File F19‐80246 ‐ Notice of Investigation 
Importance: High 
Hi Steven, Daniel, 
This just came from OIPC ….. 
I can clear my calendar tomorrow to discuss a response. 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, September 09, 2019 3:25 PM 
To: Kor, Jayne [CORP] 
Subject: OIPC File F19‐80246 ‐ Notice of Investigation 
Dear Jayne, 
Thank you for your continued communication and for responding to my questions regarding this matter thus far. I 
appreciate your confirmation that the existing pager system contains vulnerabilities.  
I write to advise that, as this matter is a priority for the Commissioner, we have opened an investigation file. Please 
find the Notice of Investigation attached. 
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The Commissioner has requested that VCHA provide fulsome answers to the following questions within 24 hours: 
1. How will VCHA address the vulnerabilities that have been identified?  
2. A timeline outlining the steps that will be taken for resolving this issue, including identifying any disclosure or 

security vulnerabilities?  
It is my understanding that Deputy Commissioner, oline Twiss, will be speaking with Daniel Nam (Senior Legal Counsel) 
at 4pm today. 
Thank you for your attention to this matter. 
Best regards, 
Janice 
Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 
Office of the Information and Privacy Commissioner for BC 
4th Floor, 947 Fort Street, Victoria BC V8V 3K3 
tel. 250 ‐ 356 ‐ 0791 | fax 250‐387‐1696 
Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 
This email and any attachments are only for the use of the intended recipient and must not be distributed, disclosed, 
used or copied by or to anyone else. If you receive this in error please contact the sender by return email and delete all 
copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Nam, Daniel [CORP]
Sent: Monday, September 09, 2019 4:03 PM
To: Kor, Jayne [CORP]
Subject: Accepted: Response to OIPC
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Tuesday, September 10, 2019 5:09 PM
To: Nam, Daniel [CORP]
Cc: Tam, Steven [CORP]
Subject: RE: OIPC File F19-80246 - Notice of Investigation

Looks great Daniel  
 
Sent from Workspace ONE Boxer  
 
 

On Sep. 10, 2019 4:59 p.m., "Nam, Daniel [CORP]" wrote:  

Hi Janice, 

As requested, please find attached a copy of VCH’s reponse to the Commissioner’s questions. 

Should you have any questions, feel free to contact me. 

-Daniel 

-- 

Daniel Nam  
Senior Legal Counsel 

Leader, Privacy and Freedom of Information 

Vancouver Coastal Health 
11th Floor, 601 West Broadway 
Vancouver, BC V5Z 4C2  

Tel: 604.875.5600 ext 61843 

Cell: 604.341.1768 

Email: Daniel.Nam@vch.ca 

www.vch.ca 

 
****************************************************************************************
******************** 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive 
this e-mail in error, please contact the sender immediately and delete this e-mail. Thank you. 
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From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, September 09, 2019 3:25 PM 
To: Kor, Jayne [CORP] 
Subject: OIPC File F19-80246 - Notice of Investigation 

Dear Jayne, 

Thank you for your continued communication and for responding to my questions regarding this matter thus 
far. I appreciate your confirmation that the existing pager system contains vulnerabilities.  

I write to advise that, as this matter is a priority for the Commissioner, we have opened an investigation file. 
Please find the Notice of Investigation attached. 

The Commissioner has requested that VCHA provide fulsome answers to the following questions within 24 
hours: 

1. How will VCHA address the vulnerabilities that have been identified?  
2. A timeline outlining the steps that will be taken for resolving this issue, including identifying any 

disclosure or security vulnerabilities?  

It is my understanding that Deputy Commissioner, oline Twiss, will be speaking with Daniel Nam (Senior 
Legal Counsel) at 4pm today. 

Thank you for your attention to this matter. 

Best regards, 

Janice 

Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 
Office of the Information and Privacy Commissioner for BC 
4th Floor, 947 Fort Street, Victoria BC V8V 3K3 
tel. 250 - 356 - 0791 | fax 250-387-1696 
Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for the use of the intended recipient and must not be distributed, 
disclosed, used or copied by or to anyone else. If you receive this in error please contact the sender by return 
email and delete all copies of this email and any attachments. 



1

Donnett, Melissa [CORP]

From: Nam, Daniel [CORP]
Sent: Friday, September 13, 2019 12:33 PM
To: 'Janice Charnstrom'
Cc: Tam, Steven [CORP]; Kor, Jayne [CORP]
Subject: RE: OIPC File F19-80246 - Notice of Investigation

Hi Janice, 
 
I wanted to give you an update on this file.   

 
 

 
In the meantime, feel to contact me if you have any other questions. 
 
regards, 
Daniel 
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Wednesday, September 11, 2019 11:47 AM 
To: Nam, Daniel [CORP] 
Cc: Tam, Steven [CORP]; Kor, Jayne [CORP] 
Subject: RE: OIPC File F19-80246 - Notice of Investigation 
 
Dear Daniel, Steven and Jayne, 
 
Thank you providing timely responses to the Commissioner’s questions. 
I will review the information and contact you with any questions/concerns. 
 
Thank you for your cooperation and attention to this matter. 
 
Best regards, 
Janice 
 
 

From: Nam, Daniel [CORP] [mailto:Daniel.Nam@vch.ca]  
Sent: Tuesday, September 10, 2019 5:00 PM 
To: Janice Charnstrom  
Cc: Tam, Steven [CORP] ; Kor, Jayne [CORP] ; oline Twiss  
Subject: RE: OIPC File F19‐80246 ‐ Notice of Investigation 
 

Hi Janice, 
 

s. 13 s. 15
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As requested, please find attached a copy of VCH’s reponse to the Commissioner’s questions. 
 
Should you have any questions, feel free to contact me. 
 
‐Daniel 
 
 
-- 
Daniel Nam  
Senior Legal Counsel 
Leader, Privacy and Freedom of Information 
 
Vancouver Coastal Health 
11th Floor, 601 West Broadway 
Vancouver, BC V5Z 4C2  
 
Tel: 604.875.5600 ext 61843 
Cell: 604.341.1768 
Email: Daniel.Nam@vch.ca 
www.vch.ca 
 
************************************************************************************************************ 
The contents of this e-mail, including any attached files, is confidential and may be privileged. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. Thank you. 
 
 
 
 

From: Janice Charnstrom [mailto:JCharnstrom@oipc.bc.ca]  
Sent: Monday, September 09, 2019 3:25 PM 
To: Kor, Jayne [CORP] 
Subject: OIPC File F19-80246 - Notice of Investigation 
 
Dear Jayne, 
 
Thank you for your continued communication and for responding to my questions regarding this matter thus far. I 
appreciate your confirmation that the existing pager system contains vulnerabilities.  
 
I write to advise that, as this matter is a priority for the Commissioner, we have opened an investigation file. Please find 
the Notice of Investigation attached. 
 
The Commissioner has requested that VCHA provide fulsome answers to the following questions within 24 hours: 
 

1. How will VCHA address the vulnerabilities that have been identified?  
2. A timeline outlining the steps that will be taken for resolving this issue, including identifying any disclosure or 

security vulnerabilities? 
 
 
It is my understanding that Deputy Commissioner, oline Twiss, will be speaking with Daniel Nam (Senior Legal Counsel) 
at 4pm today. 
 
Thank you for your attention to this matter. 
 
Best regards, 
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Janice 
 
 

Janice Charnstrom, BA, JD, CIPP/C, CIPM Investigator 

Office of the Information and Privacy Commissioner for BC 

4th Floor, 947 Fort Street, Victoria BC V8V 3K3 

tel. 250 - 356 - 0791 | fax 250-387-1696 

Follow us on Twitter | JCharnstrom@oipc.bc.ca  

 

This email and any attachments are only for he use of the intended recipient and must not be distributed, disclosed, used or copied by or to anyone else. If you receive this in 
error please contact the sender by return email and delete all copies of this email and any attachments. 
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Donnett, Melissa [CORP]

From: Kor, Jayne [CORP]
Sent: Monday, September 09, 2019 2:41 PM
To: Tam, Steven [CORP]
Subject: RE: CTV news article related to privacy breech at VCH 

Hi Steven,  
 
Just tried to call you.  
 
Just a small clarification:  

 
 

 

 
Happy to chat, 
 
 
Jayne Kor 
Privacy Advisor, Information Privacy Office Vancouver Coastal Health 
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 
 
The content of this e‐mail, including any files attached, is confidential and may be privileged. Any unauthorized copying 
or distribution is strictly prohibited. If you receive this e‐mail in error, please contact the sender immediately and delete 
this e‐mail. 
  
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Tam, Steven [CORP] 
Sent: Monday, September 09, 2019 1:19 PM 
To: Scott, Janet [PH] [Privacy]; Lake, Dawn [PHSA]; Ashe, Mike 
Cc: Bayne, James; Nam, Daniel [CORP]; Kor, Jayne [CORP] 
Subject: RE: CTV news article related to privacy breech at VCH  
 
Hi Janet/Dawn: 
 

s. 13
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Steven 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Scott, Janet [PH] [Privacy] 
Sent: Monday, September 09, 2019 12:43 PM 
To: Lake, Dawn [PHSA] <dawn.lake@hssbc.ca>; Tam, Steven [CORP] <Steven.Tam@vch.ca>; Ashe, Mike 
<mike.ashe@phsa.ca> 
Cc: Bayne, James <James.Bayne@phsa.ca> 
Subject: RE: CTV news article related to privacy breech at VCH  
 
I need to send some information to our SLT   

 
 

 
 

  
 
Any updates appreciated. 
Thanks. 
Janet   
 
Janet Scott ART MBA CIPP/C 
Leader, Information Access & Privacy 
Phone:  604‐806‐8336 
jscott@providencehealth.bc.ca 
privacy@providencehealth.bc.ca 
Fax:  604‐806‐8894 
This email message, including any attachments, may contain confidential information and is intended solely for the use 
of the individual or entity to whom it is addressed.  If you have received this in error, please contact me by return email 
and permanently delete all copies of this email and any attachments.  You may also call me at 604.806.8336.  Thank 
you. 
  
  
  
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Lake, Dawn [PHSA] 
Sent: Monday, September 09, 2019 12:28 PM 
To: Tam, Steven [CORP]; Ashe, Mike; Scott, Janet [PH] [Privacy] 
Cc: Bayne, James 
Subject: RE: CTV news article related to privacy breech at VCH  
 
Thanks Steven 

s. 13 s. 15
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Regards, 
Dawn Lake 
Senior Director 
Information Access & Privacy Services 
Provincial Health Services Authority 
 
Office: 1333 West Broadway, Vancouver, BC, V6H 4C1 
Mobile: 604‐970‐8832 | dawn.lake@phsa.ca | www.phsa.ca  
 
Assistant: 
Megan Williams 
megan.williams@phsa.ca  
 
 
 
 
Confidentiality Notice:   This message and any attachments are intended solely for the use of the designated 
addressee(s) and may contain information that is privileged, confidential and/or exempt from disclosure.  Any 
unauthorized viewing, disclosure, copying, distribution or use of information contained in this e‐mail is prohibited and 
may be unlawful.  If you have received this e‐mail in error, please notify the sender immediately and permanently 
delete the e‐mail unread, including any attachments from your computer system.  Thank you. 
 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Tam, Steven [CORP] 
Sent: Monday, September 09, 2019 10:12 AM 
To: Ashe, Mike <mike.ashe@phsa.ca>; Lake, Dawn [PHSA] <dawn.lake@hssbc.ca> 
Cc: Bayne, James <James.Bayne@phsa.ca> 
Subject: FW: CTV news article related to privacy breech at VCH  
 
FYI 
 
‐‐‐‐‐Original Message‐‐‐‐‐ 
From: Chittock, Dean [VA] 
Sent: Monday, September 09, 2019 9:48 AM 
To: Penny Ballem <pballem@telus.net>; Ackenhusen, Mary [CORP] <Mary.Ackenhusen@vch.ca>; Tam, Steven [CORP] 
<Steven.Tam@vch.ca> 
Subject: FW: CTV news article related to privacy breech at VCH  
 
Fyi.....  
 
On 2019‐09‐09, 6:49 AM, "Allie Muniak"  wrote: 
 
    Risk is mentioned in this...  
     
    Potential health data breach exposing names, medical conditions discovered by privacy researcher 

s. 13
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    A new investigation by the podcast 'Attention Control with Kevin Newman' looks into a potential major breach of 
sensitive health data of patients of a Vancouver area hospital. 
    https://election.ctvnews.ca/potential‐health‐data‐breach‐exposing‐names‐medical‐conditions‐discovered‐by‐privacy‐
researcher‐1.4581914 
     
     
    Sent from my iPhone 
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Donnett, Melissa [CORP]

From: Tam, Steven [CORP]
Sent: Monday, September 09, 2019 5:40 PM
To: Kor, Jayne [CORP]
Subject: Accepted: Response to OIPC

 























s. 13 s. 15















































SET Briefing Note Page 1 
 

 
Senior Executive Team 

Briefing Note 
 
TOPIC:  
DATE:  
PURPOSE:  DECISION    INFORMATION 

 

 DISCUSSION   SEEKING DIRECTION 

ATTACHMENTS:  
PREPARED FOR:  
PREPARED BY:  
SET LEAD:  
 
KEY POINTS: 
  
 
 
Situation: 
 
  
Background: 
 
 
Analysis (include Risks and Opportunities): 
 
 
Recommendation:   
 
 
 
 
 



 
 

Mail PO Box 9038, Stn Prov. Govt, Victoria BC V8W 9A4 Location 4th floor, 947 Fort Street, Victoria BC 
Tel. 250-387-5629 | Fax 250-387-1696 | Toll free through Enquiry BC 800-663-7867 or 604-660-2421 (Van.)  

Twitter @BCInfoPrivacy | www.oipc.bc.ca 

NOTICE OF INVESTIGATION 
 

 
September 9, 2019         BY EMAIL 
 
Jayne Kor 
Privacy Advisor, Information and Privacy Office 
Vancouver Coastal Health 
1106 - 601 West Broadway 
VANCOUVER BC  V5Z 4C2 
 
Dear Jayne Kor: 
 
Re: Commissioner Initiated Investigation 
 Vancouver Coastal Health Authority (VCHA) 

OIPC File F19-80246 
 

 
The Office of the Information and Privacy Commissioner for BC (OIPC) has opened an 
investigation concerning the identified vulnerabilities raised by the existing transport system 
pagers used by VCHA and to ensure compliance with respect to disclosure and security of 
personal information under the Freedom of Information and Protection of Privacy Act (FIPPA). 
 
I have been assigned as the investigator and principal contact for this investigation. Please 
address future correspondence to me.  
 
You may contact me by email at JCharnstrom@oipc.bc.ca or by calling (250) 356-0791, or by 
using the toll-free Enquiry BC phone line, which is (604) 660-2421 if you are calling from the 
Greater Vancouver area, or 1-800-663-7867 if you are calling from elsewhere in the province.  A 
telephone operator will transfer your call free of charge. 
 
If you have questions regarding this office’s review and other processes, please see our FIPPA 
Guide to OIPC Processes, available on our website at http://www.oipc.bc.ca/guidance-
documents/1599. 
 
 
Sincerely, 
 

 
Janice Charnstrom 
Investigator 
 
 
 
 



 
 

Mail PO Box 9038, Stn Prov. Govt, Victoria BC V8W 9A4 Location 4th floor, 947 Fort Street, Victoria BC 
Tel. 250-387-5629 | Fax 250-387-1696 | Toll free through Enquiry BC 800-663-7867 or 604-660-2421 (Van.)  

Twitter @BCInfoPrivacy | www.oipc.bc.ca 

 
 
August 26, 2019 
 
 
Jayne Kor 
Privacy Officer 
Vancouver Coastal Health 
601 West Broadway, 11th floor 
VANCOUVER BC  V5Z 4C2 
 
Dear Jayne Kor: 
 
Re: Breach Notification 
 Vancouver Coastal Health Authority 

OIPC File F19-80246 
 
 
Hello Jayne Kor, 
                 
I am the OIPC Investigator assigned to monitor the privacy breach reported by Vancouver 
Coastal Health Authority (VCHA) to this office on August 26, 2019. OIPC file F19-80246 has 
been assigned to this matter. 
 
When a privacy breach occurs, the Information and Privacy Commissioner expects public 
bodies or organizations to take immediate action.  Public bodies and organizations must make 
every reasonable effort to recover the personal information, to minimize the harm resulting from 
the breach and must take steps to prevent future breaches from occurring.  This process 
involves assessing risks and notification of affected individuals (where appropriate) in a timely 
manner.  The four steps for managing privacy breaches are outlined in our Privacy Breaches - 
Tools and Resources guidance document, which is available on our website at 
https://www.oipc.bc.ca/guidance-documents/1428. 
 
I am also available to assist with respect to VCHA's responsibilities in regards to privacy breach 
management or protecting personal information.  I can be reached at (250) 356 - 0791 or at 
jcharnstrom@oipc.bc.ca   
 
 
 
Sincerely, 
 

 
Janice Charnstrom 
Investigator 
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Not in attendance,  Dean Chittock, Allison Muniak 

1. James:  
 

 
 

2. Susan capacity management suit – bed management / Teletracking – transport 
 are a must otherwise high risk to patient safety  

 
 

 
In 2012 –  became more readily available  
Police work on 2way radios (that are digital and encrypted) 
 

3. Technology readiness done in October,  
 Application support resources also  

needed.  
 infrastructure upgrade needed.  

Cost to reconfigure CMS  and timelines: 
Mike Ashe to followup with timelines 
From Cathy’s team: timelines minimum   

 
 

Scope and size 
Cathy  
 

4. External parties – oipc, media, complainant 
OIPC has been made aware. They want vulnerability shored but are also sympathetic to scope of 
task.  

 Fielded some queries.  
Media has been responded to with level message iterating back what was previously said 
according to Carrie Stefanson 
Complainant was first emailed asking if she or her organization has in personal information in 
their possession, and how they became aware of this. No response. Subsequent message sent 
out by Steven end of day 28-Aug-2019.  
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Dear Ms. Lewis: 
 
Thank you for bringing this important issue to the attention of Vancouver Coastal Health 
Authority (VCH).  You are correct that at certain locations within VCH, we currently use legacy 
paging technology to communicate important information to care providers to support delivery 
of safe care to patients.  As this commonly-used paging technology does not encrypt 
information the way that more modern technologies can, patient-related sensitive information 
can be intercepted with additional hardware, software and the requisite intentions and 
knowhow.  
 
VCH takes patient privacy very seriously and is actively working to mitigate the privacy risks 
posed. Please note, however, that VCH has no information to suggest that patient information 
has been compromised or used for a malicious purpose. If you have information which suggests 
this is occurring, please let us know so that we can take appropriate steps to investigate and 
respond.  
                
VCH currently has an initiative underway to replace our legacy paging systems across the Health 
Authority with a more secure messaging system using smartphone technologies.  Replacing 
pagers across the organization is a complex undertaking which requires significant changes to 
technology infrastructure, workflows, and also requires issuing thousands of smartphone 
devices and training thousands of physicians and staff across our many sites and program areas 
to use smartphone these devices with appropriate security, messaging and other software.  All 
of this must be done in alignment with other technology projects aimed at improving health 
outcomes. 
 
In the interim, we are taking steps to ensure every feasible measure is taken to safeguard 
patient information, including looking at ways to reduce patient personal information 
contained in paging messages (without compromising patient safety) as well as exploring 
potential ways to encrypt or otherwise better secure existing paging technology. 
 
In terms of meeting our goal to fully investigate any risk posed by the current paging system, 
we would greatly appreciate it if you would: 
 

1. Confirm to the VCH Privacy Office the details of how your organization discovered the 
paging system vulnerability; and 

2. Confirm to the VCH Privacy Office whether you are in possession of any patient 
information. If this is the case, please return all patient information in a secure manner 
to our Office. 

 
Sincerely, 

 
 

Steven Tam 
Chief Privacy Officer 
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From:
To: Stefanson, Carrie [CORP]
Subject: Re: Data Breach - media request
Date: Friday, August 23, 2019 4:47:25 PM

Hello Carrie,

Thank you for your response. Can you provide me with more details about what exactly you
looked into and how you investigated?

It is our understanding that this data is still unencrypted on the frequency we mentioned.

Much appreciated,

On Fri, Aug 23, 2019 at 2:08 PM Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>
wrote:

Hello 

We’ve inquired about your query and what I can tell you is, Vancouver Coastal Health has clear
privacy protocols to protect patient information and we take breaches of privacy extremely
seriously.

We have no information to suggest private patient information has been breached or used in any
malicious way. Vancouver Coastal Health is constantly looking for better ways to protect patient
information. Those measures will improve with new technology.

Regards,

Carrie

From: Stefanson, Carrie [CORP] 
Sent: Friday, August 16, 2019 2:29 PM
To: '
Subject: RE: Data Breach - media request

Thanks  I’ll get back to you by next Friday.

From:  
Sent: Friday, August 16, 2019 2:03 PM
To: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca>
Subject: Re: Data Breach - media request

Hi Carrie,

Thanks for the update. Yes, end of next week is the furthest I can push my current deadline.

Regards,
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Donnett, Melissa [CORP]

From: Reyes-Metcalfe, Judith
Sent: Tuesday, August 20, 2019 4:17 PM
To: Kor, Jayne [CORP]; Ma, Hank [PHSA]; Le, Rick
Cc: Stefanson, Carrie [CORP]; Palmer, Cathy [VA]
Subject: RE: ACTION REQUIRED: CID 8559 - VGH Patient details being broadcast over radio 

DEADLINE end-of-day 20-AUG-2019

Hi Jayne, 
 
From a CMS perspective Cathy has several meetings lined up which includes: 
 

 CMS Steering Committee (this Thursday) to discuss possible workflow changes   
 

  

 Spok Project Meeting (Friday) – for a project status update 
 
Hopefully we can provide you further updates after the meetings. 
 
Thanks, 
Judith  
 
Judith Reyes‐Metcalfe 
Senior Manager, 
Acute & Ambulatory Information Solutions 
Office: 604‐675‐3939 ext. 67901 
Blackberry: 604‐828‐0219 
 
 
 
 
 

From: Kor, Jayne [CORP]  
Sent: Tuesday, August 20, 2019 3:00 PM 
To: Ma, Hank [PHSA] ; Reyes‐Metcalfe, Judith ; Le, Rick  
Cc: Stefanson, Carrie [CORP]  
Subject: RE: ACTION REQUIRED: CID 8559 ‐ VGH Patient details being broadcast over radio DEADLINE end‐of‐day 20‐
AUG‐2019 

 
Thank you Hank! 
 
I may need to reach out for IMITs’ “intended next steps to address this matter” but let me first collate with info from 
CMS when I get it. 
 
Cheers,  
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Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. Any unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, please contact the sender immediately and delete this e-mail. 
 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD‐00‐03‐40000.pdf for the 
common risks and limitations you should be aware of when communicating health information through email or text.  
 
 
 

From: Ma, Hank [PHSA]  
Sent: Tuesday, August 20, 2019 12:45 PM 
To: Kor, Jayne [CORP]; Reyes-Metcalfe, Judith; Le, Rick 
Cc: Stefanson, Carrie [CORP] 
Subject: RE: ACTION REQUIRED: CID 8559 - VGH Patient details being broadcast over radio DEADLINE end-of-day 20-
AUG-2019 
 
Hi Jayne, 
 
How are you? 
 
Please find my responses below: 
 

[Verbiage from James’ team needed] 
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I hope that helps, please let me know if you require further information. 
 
Best regards, 
 
Hank 
 

From: Kor, Jayne [CORP]  
Sent: Monday, August 19, 2019 2:22 PM 
To: Ma, Hank [PHSA] <hank.ma@hssbc.ca>; Reyes‐Metcalfe, Judith <jreyes@phsa.ca>; Le, Rick <Rick.Le@phsa.ca> 
Cc: Stefanson, Carrie [CORP] <Carrie.Stefanson@vch.ca> 
Subject: ACTION REQUIRED: CID 8559 ‐ VGH Patient details being broadcast over radio DEADLINE end‐of‐day 20‐AUG‐
2019 
Importance: High 

 
 
Hi Hank, Judith et al,  
 
Here’s my first draft of the Briefing Note.  
I’ve highlighted in BLUE the sections where Hank and IMITs should weigh in. 
Sections in YELLOW would benefit from input from CMS. 
 
Could I please have some responses by end of day tomorrow 20‐AUG‐2019? 
 
Meanwhile, if you have any questions or concerns, my number is below. 
 
Thanks in advance! 
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Subject: LATEST VERSION: CID 8559 - VGH Patient details being broadcast over radio 
DEADLINE end-of-day 22-AUG-2019 
Hi James, 
Actually, having just finished my t-con with CMS, could you please review this latest version? 
Thanks! 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be privileged. 
Any unauthorized copying or distribution is strictly prohibited. If you receive this e-mail in 
error, please contact the sender immediately and delete this e-mail. 
Patients/clients/residents: please visit http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-
40000.pdf for the common risks and limitations you should be aware of when communicating 
health information through email or text.  

From: Bayne, James  
Sent: Wednesday, August 21, 2019 3:41 PM 
To: Kor, Jayne [CORP] 
Subject: Re: ACTION REQUIRED: CID 8559 - VGH Patient details being broadcast over radio 
DEADLINE end-of-day 20-AUG-2019 
Ok, I will take a look 

James 
 
On Aug 21, 2019, at 2:57 PM, Kor, Jayne [CORP] <Jayne.Kor@vch.ca> wrote: 

Hi James,  
Almost…. I have a call in 5 mins with CMS to go over their content. 
Meanwhile, here’s the latest version. 
If you could weigh in on the highlighted blue section. 
I’ll aim to have a working document out by end of day or first think tomorrow. 
Thanks! 
Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files attached, is confidential and may be 
privileged. Any unauthorized copying or distribution is strictly prohibited. If you 
receive this e-mail in error, please contact the sender immediately and delete this 
e-mail. 
Patients/clients/residents: please visit 
http://shop.healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the 
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Hoping to do so by end of this week but more 
likely, earlier next week when we can get everyone 
schedules aligned to take a t-con 
Thanks,  

Jayne Kor  
Privacy Advisor, Information Privacy Office 
Vancouver Coastal Health  
601 West Broadway 
Vancouver, BC V5Z 4C2 
jayne.kor@vch.ca 
http://www.vch.ca 

The content of this e-mail, including any files 
attached, is confidential and may be privileged. Any 
unauthorized copying or distribution is strictly 
prohibited. If you receive this e-mail in error, 
please contact the sender immediately and delete 
this e-mail. 
Patients/clients/residents: please visit 
http://shop.healthcarebc.ca/PHCVCHPolicies/BD-
00-03-40000.pdf for the common risks and 
limitations you should be aware of when 
communicating health information through email or 
text.  



From: Sarah Jamie Lewis
To: Kor, Jayne [CORP]
Subject: Re: VGH Patient details being broadcast over radio (privacy breach)

Hi Jayne,

We came across this breach while undertaking a different radio based research
project.  During that project we noted potential interference from signals in
the paging band, and were surprised to find that they were unencrypted hospital
communications. As stated in my initial email, patient data is being
continually broadcast across the greater vancouver area.

> Can you offer some examples of an intercepted message

See the following for 2 examples of the kinds of data we have seen, please
note I have -heavily- redacted the below snippet, to remove the patients name
and age, and the attending doctor, but all of that information was publicly
accessible.

ASSGN RTM: [REDACTED NAME] M [REDACTED AGE] M Isolation:FACIAL PROTECTION
(DROPLET) Dest Room-Bed: 612N-4 Dest Bed Status: Clean Origin Unit: REMR
Attending: [REDACTED DOCTOR NAME] Level of Care: Medicine Diagnosis: LEFT
PNEUMONIA

TM @ Now, Bed ASSGN [T]: [REDACTED NAME] [REDACTED AGE] M Isolation:NO
ISOLATION Dest Room-Bed: 4D660-1 Dest Bed Status: Clean Origin Unit: ICU
Admitting: [REDACTED DOCTOR NAME] Diagnosis: LIVER TRANSPLANT

As you can see both appear to be structured, but slightly differ in format -
these are not the only two formats we have observed, and that likely
implicates multiple systems.

We have also seen messages begin with BED-RQSTD and other room assignment /
transfer details, as well as test details. We have seen references to many
vancouver hospital departments including VGH, St Pauls, Mount St Josephs and
Lionsgate - we believe that this system is running between most if not all of
the hospitals in the area.

> details as to where, and when obtained this information?

Again I must stress that this is an ongoing breach of patient medical data.

We must restate that this information is being broadcast continually but  the
above 2 snippets were broadcast on November 12 2018 at 22:44 and 23:06
respectively, the day I first contacted you regarding this issue.

It is also worth noting that we have been able to confirm the authenticity of
this data by cross referencing the information with a public obituary and a
media report regarding an unusual medical event. We are very confident at this
point that this information is originating from Vancouver hospital
infrastructure and reflects current patient medical data, and our main priority
as a non profit focused on the privacy of marginalized communities is in
ensuring that this breach is closed.

To that end if there is anything else my team can do to aid your



investigation, please let me know.

Thanks,
Sarah Jamie Lewis
Executive Director, Open Privacy Research Society

On Tuesday, August 20, 2019 9:00:12 PM PDT you wrote:
> Hello Sarah,
>
>
>
> Thank you for this last correspondence.
>
>
>
> I have connected with our IMITs Security Team as well as Patient Transport
> to further investigate this matter.

>
>
> At this time, they are scrutinizing our porter paging system; what type of
> information is being sent through this mode of communication, where this
> technology is utilized, and what risks are inherent.

>
> To that end, I’m wondering if you could share any additional parameters or
> other pertinent details that would assist us in conducting our
> investigation.

>
> Are you able to provide further details/context on how you were made aware
> that this? Can you offer some examples of an intercepted message and
> details as to where, and when obtained this information?

>
>
>
>
> Sincere Regards,
>
> [cid:image001.png@01D11231.7783F850]
> Jayne Kor
> Privacy Advisor, Information Privacy Office
> Vancouver Coastal Health
> jayne kor@vch.ca<mailto:jayne kor@vch.ca>
> http://www.vch.ca<http://www.vch.ca/>
> The content of this e-mail, including any files attached, is confidential
> and may be privileged. Any unauthorized copying or distribution is strictly
> prohibited. If you receive this e-mail in error, please contact the sender
> immediately and delete this e-mail.

> Patients/clients/residents: please visit
> http://shop healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the
> common risks and limitations you should be aware of when communicating
> health information through email or text.



>
> -----Original Message-----
> From: Sarah Jamie Lewis [mailto:sarah@openprivacy.ca]
> Sent: Wednesday, August 14, 2019 1:02 PM
> To: Kor, Jayne [CORP]
> Cc: VCH Information Privacy
> Subject: Re: VGH Patient details being broadcast over radio (privacy
> breach)

>
>
> Hi Jayne,
>
>
>
>
> > In hindsight, this was an omission we are responsible for and I extend an
>
>
>
> > acknowledgement and sincere apology on behalf of VCH Privacy.
>
>
>
>
> Thank you for this confirmation and apology. I'd have preferred that this
> issue

> would have been dealt with back in November, but I am incredibly glad to
>
> finally see your office taking this issue seriously.
>
>
>
>
> > Could you please provide more details and context such as what radio
>
>
>
> > software, type of dongle,
>
>
>
>
> Any rtlsdr device capable of receiving frequencies in the paging range work
>
> (you can find a large list available for purchase on amazon.ca https://
>
> www.amazon.ca/s?k=rtlsdr&ref=nb_sb_noss for $30-$40). These devices are
> legal,

> readily available and are used for a variety of legitimate purposes. And
>
> antenna is also needed, but paging signals are very strong and so often the
>
> one included with the device is sufficient.
>



>
>
> There is a variety of software that can be used to decode paging signals
> e.g.

> multimon-ng (https://github.com/EliasOenal/multimon-ng). There also exist
>
> commercial systems to also do this.
>
>
>
>
> > and how someone could intercept a recording?
>
>
>
>
> One would simply stream a paging frequency (using any rtlsdr enabled tool
> e.g.

> rtlsdr or gqrx) to multimon-ng (or use a hundred other different software
> or

> hardware configuration). The data will be printed out in the console.
>
>
>
>
> >  The other paging system identified is the patient escort system
>
>
>
> > was deemed secure as it was sent to specific pager devices and didn’t
> > seem
>
>
>
> > to rely on any radio connection.
>
>
>
>
> This seems like it might be the system at fault. The data is structured,
> and

> seems to be machine-sent/read. (i.e. this isn't ad-hoc data).  and contains
>
> the details I outlined below. It is also worth noting that paging network
> also

> broadcast descriptions of medical tests (e.g. X-ray) along with patient
> last

> names - I would assume this fits into the responsibilities of a patient
> escort

> system.



>
>
>
> For clarification, *all* paging systems are broadcast over radio frequencies
> (

> , but other paging frequencies exist too).
>
> *Not* to a particular device (generally the page gets sent to a centralized
>
> broadcasting hub, and then it is relayed across the network - there is never
> a

> direct path).
>
>
>
> If the data in unencrypted (which in this case it is), then that means that
>
> the data is being broadcast all over the greater vancouver area and is
>
> available to anyone who might receive it.
>
>
>
> If you require more information, please let me know.
>
>
>
> Thanks,
>
> Sarah Jamie Lewis
>
> Executive Director, Open Privacy Research Society
>
>
>
>
>
> On Wednesday, August 14, 2019 6:59:31 PM PDT Kor, Jayne [CORP] wrote:
>
>
> > Hello Sarah,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
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>
> > This issue was received by the Privacy Office in November. At the time,
> > we
>
>
>
> > connected with VCH Risk Management and VCH Patient Care Quality Office to
>
>
>
> > ask for help in determining what paging systems were in existence, how
> > they
>
>
> > operated and if they could readily be compromised as described by your
>
>
>
> > email. (See email below)
>
>
>
> >
>
>
>
> >
>
>
>
> > ·         The only two paging systems that where identified was the
> > overhead
>
>
> > paging system (which does not contain any patient information)
>
>
>
> > o   Example: “code blue in T9”
>
>
>
> >
>
>
>
> > ·         The other paging system identified is the patient escort system
>
>
>
> > was deemed secure as it was sent to specific pager devices and didn’t
> > seem
>
>
>
> > to rely on any radio connection.
>



>
>
> > Believing at the time of this request, that we looked into the matter and
>
>
>
> > only identified two paging systems; both of which were thought secure, we
>
>
>
> > [Privacy] thought we did not have anything further to investigate and/or
>
>
>
> > were waiting for further details on another paging system.
>
>
>
> >
>
>
>
> >
>
>
>
> > However, I do acknowledge VCH Privacy should have circled back to you as
> > the
>
>
> > original requester rather than presuming our Client Relations and Risk
>
>
>
> > Management had responded.
>
>
>
> > This was an unfortunate case where each thought the other had followed up
>
>
>
> > and responded to you as the applicant when that was not the case.
>
>
>
> > In hindsight, this was an omission we are responsible for and I extend an
>
>
>
> > acknowledgement and sincere apology on behalf of VCH Privacy.
>
>
>
> >
>
>



>
> >
>
>
>
> > We are committed to ensuring our clients’ privacy is upheld. At this
> > time,
>
>
>
> > we have not identified any paging system used at VGH that compromises
>
>
>
> > client privacy. Our investigation findings leads us to believe that
> > patient
>
>
> > information is protected and not being intercepted.
>
>
>
> >
>
>
>
> >
>
>
>
> > Could you please provide more details and context such as what radio
>
>
>
> > software, type of dongle, and how someone could intercept a recording?
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > Sincere Regards,
>
>



>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > Jayne Kor
>
>
>
> >
>
>
>
> > Privacy Advisor, Information Privacy Office
>
>
>
> >
>
>
>
> > Vancouver Coastal Health
>
>
>
> >
>
>
>
> > 601 West Broadway
>
>
>
> >
>
>
>
> > Vancouver, BC V5Z 4C2
>
>
>



> >
>
>
>
> > jayne kor@vch.ca
>
>
>
> >
>
>
>
> > http://www.vch.ca
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > The content of this e-mail, including any files attached, is confidential
>
>
>
> > and may be privileged. Any unauthorized copying or distribution is
> > strictly
>
>
> > prohibited. If you receive this e-mail in error, please contact the
> > sender
>
>
>
> > immediately and delete this e-mail.
>
>
>
> >
>
>
>
> >
>
>
>
> > Patients/clients/residents: please visit
>
>
>



> > http://shop healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the
>
>
>
> > common risks and limitations you should be aware of when communicating
>
>
>
> > health information through email or text.
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > -----Original Message-----
>
>
>
> > From: Kor, Jayne [CORP] On Behalf Of VCH Information Privacy
>
>
>
> > Sent: Friday, November 30, 2018 1:53 PM
>
>
>
> > To: 'Sarah Jamie Lewis (Open Privacy)'; VCH Information Privacy



>
>
>
> > Subject: RE: VGH Patient details being broadcast over radio (privacy
>
>
>
> > breach)
>
>
>
> >
>
>
>
> >
>
>
>
> > Afternoon Sarah,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > This issue has been escalated to our Director of Client Relations and
> > Risk
>
>
>
> > Management to investigate.
>
>
>
> >
>
>
>
> >
>
>
>
> > Thank you for bringing it to our attention.
>
>
>
> >



>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > Jayne Kor
>
>
>
> >
>
>
>
> > Privacy Advisor, Information Privacy Office
>
>
>
> >
>



>
>
> > Vancouver Coastal Health
>
>
>
> >
>
>
>
> > 601 West Broadway
>
>
>
> >
>
>
>
> > Vancouver, BC V5Z 4C2
>
>
>
> >
>
>
>
> > jayne kor@vch.ca
>
>
>
> >
>
>
>
> > http://www.vch.ca
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > The content of this e-mail, including any files attached, is confidential
>
>
>
> > and may be privileged. Any unauthorized copying or distribution is
> > strictly
>



>
> > prohibited. If you receive this e-mail in error, please contact the
> > sender
>
>
>
> > immediately and delete this e-mail.
>
>
>
> >
>
>
>
> >
>
>
>
> > Patients/clients/residents: please visit
>
>
>
> > http://shop healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the
>
>
>
> > common risks and limitations you should be aware of when communicating
>
>
>
> > health information through email or text.
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>



>
> >
>
>
>
> >
>
>
>
> > -----Original Message-----
>
>
>
> >
>
>
>
> > From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]
>
>
>
> >
>
>
>
> > Sent: Thursday, November 29, 2018 3:38 PM
>
>
>
> >
>
>
>
> > To: VCH Information Privacy
>
>
>
> >
>
>
>
> > Subject: RE: VGH Patient details being broadcast over radio (privacy
>
>
>
> > breach)
>
>
>
> >
>
>
>
> >
>
>
>



> > Thank you Jayne,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > As of yesterday, sensitive medical information was still being broadcast
>
>
>
> > over the paging system.
>
>
>
> >
>
>
>
> >
>
>
>
> > Are patients currently being made aware that the privacy of their
> > sensitive
>
>
> > medical information is being compromised by the pager system? and Is
> > there
>
>
>
> > a timeframe for stopping this privacy breach?
>
>
>
> >
>
>
>
> >
>
>
>
> > Thanks,
>
>
>



> >
>
>
>
> >
>
>
>
> >
>
>
>
> > Sarah Jamie Lewis
>
>
>
> >
>
>
>
> > Executive Director, Open Privacy Research Society
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > -----Original Message-----
>
>
>
> >
>
>
>
> > From: "VCH Information Privacy" <vchinformationprivacy@vch.ca>
>
>
>
> >
>
>
>
> > Sent: Monday, November 19, 2018 3:00pm
>
>
>
> >



>
>
>
> > To: "'Sarah Jamie Lewis (Open Privacy)'" <sarah@openprivacy.ca>, "VCH
>
>
>
> > Information Privacy" <vchinformationprivacy@vch.ca>
>
>
>
> > Subject: RE: VGH Patient details being broadcast over radio (privacy
>
>
>
> > breach)
>
>
>
> >
>
>
>
> >
>
>
>
> > Good Morning,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > The previous email has been received by VCH Privacy and earmarked for
>
>
>
> > further review.
>
>
>
> >
>
>
>
> >
>



>
>
> >
>
>
>
> >
>
>
>
> > Jayne Kor
>
>
>
> >
>
>
>
> > Privacy Advisor, Information Privacy Office
>
>
>
> >
>
>
>
> > Vancouver Coastal Health
>
>
>
> >
>
>
>
> > 601 West Broadway
>
>
>
> >
>
>
>
> > Vancouver, BC V5Z 4C2
>
>
>
> >
>
>
>
> > jayne kor@vch.ca
>
>
>
> >
>
>



>
> > http://www.vch.ca
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > The content of this e-mail, including any files attached, is confidential
>
>
>
> > and may be privileged. Any unauthorized copying or distribution is
> > strictly
>
>
> > prohibited. If you receive this e-mail in error, please contact the
> > sender
>
>
>
> > immediately and delete this e-mail.
>
>
>
> >
>
>
>
> >
>
>
>
> > Patients/clients/residents: please visit
>
>
>
> > http://shop healthcarebc.ca/PHCVCHPolicies/BD-00-03-40000.pdf for the
>
>
>
> > common risks and limitations you should be aware of when communicating
>
>
>
> > health information through email or text.
>
>



>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > -----Original Message-----
>
>
>
> >
>
>
>
> > From: Sarah Jamie Lewis (Open Privacy) [mailto:sarah@openprivacy.ca]
>
>
>
> >
>
>
>
> > Sent: Monday, November 19, 2018 10:49 AM
>
>
>
> >
>
>
>
> > To: VCH Information Privacy
>
>
>
> >
>
>
>



> > Subject: RE: VGH Patient details being broadcast over radio (privacy
>
>
>
> > breach)
>
>
>
> >
>
>
>
> >
>
>
>
> > Good Morning,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > This is a follow up to the email we sent last week regarding a major
> > breach
>
>
> > of privacy across hospitals in Vancouver.
>
>
>
> >
>
>
>
> >
>
>
>
> > Sensitive patient details (name, age, gender, diagnosis, room assignment
>
>
>
> > etc.) appear to be being broadcast (and can be intercepted using
>
>
>
> > inexpensive equipment) across the Greater Vancouver Area. In addition to



>
>
>
> > our previous mention of patients at VGH, it appears the issue affects
>
>
>
> > patients at many (if not all) of the hospitals across Vancouver.
>
>
>
> >
>
>
>
> >
>
>
>
> > We would appreciate a response to acknowledge receipt of this issue. If
> > we
>
>
>
> > do not receive a response within a week, we will assume that this is not
>
>
>
> > the correct means of reporting this privacy issue and seek out other
>
>
>
> > avenues.
>
>
>
> >
>
>
>
> >
>
>
>
> > Sarah Jamie Lewis
>
>
>
> >
>
>
>
> > Executive Director, Open Privacy Research Society
>
>
>
> >



>
>
>
> >
>
>
>
> >
>
>
>
> > -----Original Message-----
>
>
>
> >
>
>
>
> > From: "Sarah Jamie Lewis (Open Privacy)" <sarah@openprivacy.ca>
>
>
>
> >
>
>
>
> > Sent: Monday, November 12, 2018 6:17pm
>
>
>
> >
>
>
>
> > To: privacy@vch.ca
>
>
>
> >
>
>
>
> > Subject: VGH Patient details being broadcast over radio (privacy breach)
>
>
>
> >
>
>
>
> >
>
>
>
> >
>



>
>
> > Hi,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > My name is Sarah Jamie Lewis, I am the executive director of Open Privacy,
> > a
>
>
> > non-profit privacy research organization based here in Vancouver.
>
>
>
> >
>
>
>
> >
>
>
>
> > Are you aware that 

 This information is unencrypted.
>
>
>
> >
>
>
>
> >
>
>
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>
> > The quantity and sensitivity of the data being broadcast is very
> > concerning
>
>
> > and we would like to know if:
>
>
>
> >
>
>
>
> >
>
>
>
> > a) you are aware that this is happening?
>
>
>
> >
>
>
>
> > b) a plan exists to fix the situation?
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> > Thanks,
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>



> > Sarah Jamie Lewis
>
>
>
> >
>
>
>
> > Executive Director, Open Privacy Research Society
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >
>
>
>
> >



>
>
>
>
>
>
>

--
Sarah Jamie Lewis
Executive Director, Open Privacy Research Society
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